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Thesis1
An Intrusion Detection System In
MANET Using
Whale Optimization Algorithm (WOA)

Number of features selected in each stepAccuracy for features selected in each step
for PROBE attack for PROBE attack

14

I Total Features
- Features after pre-processing

I Total Features
- Features after pre-processing

[ IWOA selected Features [C1WOA selected Features

[_1GA Selected Features / [ 1GA Selected Features
Abstract @6
Present day scenario the TS the very important tool focdmérol of network with

the help nodes present init. ormation of this type of node is more dynamic in nature the
reason behind it variou§ nddes present in the network. There are various attacks are present in

the MANET like g gitack, probe attadR2L and U2ZR. These type of attacks harm the

The opti

optimizﬁ&&s hale Optimizetn Algorithm is used it provide better accuracy for the
a@etection in the MANET. This algorithm is applied on the SVM (support vector
machine) which is a machine learning approach. The data set is taken by the WOA is NSL

plays an important role in this for minimizing the attacks possibilities. The

KDD data set. It is a stanahdata set which is available easily. The experiment is done on
this type of data set NSKDD and results are analyzed with the other optimization method
in the end. The comparison between WOA and GA results will be done in the end of the
work. There ardhree parameters mainly used for the comparison and observation. These

parameters are accuracy, sensitivity and specificity.



PROPOSED WORK
The IDS system is the main component of MANET. It provides the security to the system.

The main purpose of the inBion detection system is found out the type of attack in the
network. The latest technology Machine learning approach commonly used for predictive
models and detected the types of attacks. In this work the predictive model of IDS is prepare
by the featurereduction using WOA (whale optimization algorithm) with respect to the

machine learning algorithm like SVM (support vector machine). The data set iKNBL

used for the intrusion detection system. There are mainly two types of attac present in
the data set first one is denial of service attack (DOS) and second one is g attacks the
focus only on these two types of attack. The whale optimization algo is applied to the

NSL-KDD data set and then compare with the other algorithm call etgoicthm. The
results are obtained by WOA and GA compares the accuracyq bo#h the cases.
[ 4

We have divided our work in six sub cases which are G‘JN

1. Take the NSEKDD data set and consid @raining and test data set from the
master one data set. @

2. After the sép one then applied WOy he feature reduction. The maine purpose is
identified the attack with higher, racy.

3. Apply training and testing (@ﬂ to the SVM classifier with the reduce feature

Test data using SV model and check accuracy dicped labels
5. Compare result\ \t reduced feature to proposed method

1.1 NSL KDD Dataset
Intrusion dataset ken from standard NSL KDD dataset from website of university of New

Brunswick (QO tp://www.unb.ca/cic/research/datasets/nsl.hffllis dataset is already

explaing us chapters. This dataset is very large having 125973 training data set and

2254 te g data setttv total 41 features out of which 3 features are symbolic and output
is's tegories of major types of attacks. Subcategories of major four attacks are given in

previous chapter also.

1.2 Feature reduction using WOA

The NSI-KDD have the large number of feature in case of training and testing the the data
the features are 41. Before using the data into machine learning (ML) model, we need ot
preprocess it as data is in raw format and not ready to use as it is. Elerjolll

understand the langaugae of numerics only. Data has strings in the features, we need to first


http://www.unb.ca/cic/research/datasets/nsl.html

convert them to analytics. Many attributes has maximum number of zeros which don't
contribute in classification and biase the network training. So wectsdlem
programmetically and removed from the features set. Some features have high numeric
values and some of them have comparatively small values. This large difference also bias the

machine learning model. So we normalised them as:

i ETQ

- Q
€€l 0 OAQAIOR WO ?—g—A
A 1 ENQ
Where 'n' is the total number of samples in an attribis the sample valu@'a ribute.

After removing the columns with 50% of samples with zero vaIuQve only left with 16
attributes in the data. These all attributes still not contribye |? 8ccuracy but now we don't
know which set of attributes should be chosen. Fo urpose we thgenovel
optimization algorithm based on Wolf's hunting be This optimization is known as
Wolf optimization algorithm(WOA) and discyss @rewosu chaptdren a large data
provided by using the more number of f %@ predictive modelldalad times in
making traing model. After that more tir;&consume in the testing and classification.
MANET have some applications in t ugh catagory so for the more accuracy prediction
and reduced the time we used an @nization technique.

The WOA B an iterative ty. Igorlthm which can maximize and minimize any type of
objective function. The Nmple of Whale optimization algorithm explained in the previous
chapter. The algoritrﬂnf, work on the principle of whale catching the food. It détedtsod
position with re to the whale movement. The whale position can maximize and
minimize &b pect to the food location. On the basis of WOA the attack detection process

accura

‘VQ&

Whale optimization algorithm and fetaure selection are two isolated algorithgms but these

eYincresed with respect to the attack. The attack cam iddess time in case

work in a closed loop scenario. A blog diagram representing th@memication is shown in

figure 11.



Feature Selection
and accuacy

A\ A 4

selected Accuracy
features

WOA Module

A

Figure 11: Relation betweefeature selection/ML trainingandWOA optimjga

Both module function in equilibrium, WOAives the input as binatry @ o MI module
and gets the accuracy in its input from the ML module. This bigary matrix is the set of
features which must be included. The '1' in the matrix represemtes ghe attribute selected and '0'
represents that thisdeure is not selected. Ml module calc. 'ﬁghe accuracy for this set of
selected features by training and testing the SVM mo u}ls accuracy is fedback to WOA
module which on the basis of it changes the featur . This change in arrangement of 1 and
0 in the binary matrix will be done by WO:@ns discussed in previosu chapter from

3.1-3.5. For this new set of selected featuresNgccuracy will be calculated and compared with

last step accuracy. Higher will be sele . The process goes on ttkklasbns and highest

accuracy feature set is selected

optimisation is shown in figi?

al set of selected features. The complete pipeline of
ters of WOA is shown in tablell

\ ble 11: WOA parameters
Parameter Name \ Value
A @
No. of positio ) 10
Size ojgr m 41

%&aﬂons 100

Objective function Accuracy




Wolf 1 » Accuracy in IDS is calculated
/
Wolf 2 » Accuracy in IDS éslculated
/ lteration 1 (<
< Wolf K Accuracy in IDS is calculated
Wolf 1 » Accuracy in IDS is calculate
/
(Y~
Wolf 2 » Accuracy in IDS is calculated
Iteration 2 -
" S°
0\
WOA : < Wolf K Accuracy in IDS is calculated

</
>

\ \& Wolf 1 Accuracy in IDS islculated

)

i Wolf 2
Iteration n <

A\ 4

\ 4

Accuracy in IDS is calculated

Q& \d Wolf K Accuracy in IDS is calculated

Figure 12: Pipeline for whole process for tfeature selection using WOA optimization

1.3 Classification usingSVM

Support vector machine (SVM) is a machine learning model which works on supervised
learning models associated with adaptive learning algorithm that analyzed data used for
classification and regression analysis. SVM classifier build a training model using



training dataset. As we have various subcategories of one single type of attack, so we

have used multlass SVM classifier. A predictive model is used for classification and

validating training dataset results using testing dataset. Proposed methodological

architecture obur method is shown in figured

NSEKDD dataset]

1l

Preprocessing
separation of training
and testing dataset

L

Support Vector
Machine(SVM) training

4L >~

SVM training Model

ol

Accuracy of
‘ predicted output
labels

&‘ If criteria of accuracy
\\ met or maximum
)

iteration over

WOA
Algorithm

NO
o
o Il -
Testing Data Dataset testing using updated

> reduced no. of feature

>

dataset performance

Evaluate performance evaluation paramete,
and compare them with GA reduced feature

Figure 13 Methodology of proposed work



1.4 Performance Evaluation Parameters
Following parameters are used to compare performance of different techniques.

Accuracy
Sensitivity
Specificity
Precision

Recall

2 S o

F Score
Definitions of performance parameters: o
(tp) True Positive means correctly identified O
(fp) False Positive means incorrectly identified
(tn) True Negative means correctly rejected o 6 ¢
(fn) False negative means incorrectly rejected 6
)
Accuracy-The accuracy is defed as the nearest value of the measurement in case of true
value. The formula of accuracy is 0*7

Accuracy#Z———

(Ve |
It is also used as a statistical measure of how wahary classificatiortest correctly

identifies or excludes cennditior;‘U

X
Sensitivitymay be referred as the model 6s ability

Sensitivity is also known as True positive rate (TPR)

3 AT OF OF O R o B R OEOEGRBABAT BEAOE OAO

K W

QV Sensitivity ——

Specificity is referring t outpatswhiohodd eot ndacch abi | i

to real output label. It measures the proportion of negatives that are correctly identified as
such.

Specificity ——



specificity is also known as True negative rate (TNR)

3 DA RE EEAEDD T 01 AAMMODACAOEOBAD
TR Ao B REDE QAT AAAT AEAOEOAO

Precision is the ratio of retrieved documents to the relevant documents.

Precision 2 : 2

Precision ——

Recall is the ratio of relevant documents toghecessfully @Q

S . &

Recall o
s S o @

Recall —— @6

F_Scorezx ‘v
N

F Score is a measure of a test's accuracy. It considers battretisonp and therecallr of
v

the testto compute the score whepas tf&rﬂumber of correct positive results divided by the
number of all positive resul,tg, ;arnd,iszﬁe number of correct positive results divided by the
number of positive results t'hat stlould have been returned. ([$woife carbe interpreted as

a weighted average of tlp}ee(?sio'n and recallwhere an Fscore reaches its best value at 1

and worst at 0. Py

shown #Sing step consists of making availability of dataset dividing it in training
aﬁ Q% data set randomly. WOA is applied to reduce features so tina@cgoaf output
labelYnaintained maximum. SVM is used to classify and make a trained model using reduced
features set. This trained SVM model is used to test the testing data and evaluate performance

with parameters like accuracy, specificity, sensitivity.


https://en.wikipedia.org/wiki/Precision_and_recall

Make availability ofNSL-KDD dataset for intrusion detection
Preprocessing of data includes separating attacks type. There are t
types of attacks DOS, Proldigandomly divide training and testing dat

in ratio of 80:20

Apply WOA algorithm to reduce no. of features of training and testing (

L .9

Create trainingnodel usingSupport Vector Machine (SVM)

classifier
" W

Check output labels of testing data generated using trained model and compare it W
original labels of testing data.

WY JL

Compare performance of proposed method with standard GA based feature r

trained model output using performance evaluation parameters such as ac

sensitivity, specificity.

NS
X
>

Figure 14 overall flow digram



Thesis2
Digital Video Stablization using Firefly
Optimization

Abstract- The problem of digital /% stabilization is addressed in this th¥&eos
captured by hantleld devi .O"’Cegtlhones or DVs) often appear remarkably shaky.
Digital video stabiliatio\ Rgro¥es the video quality byemoving unwanted camera
motions.Our work is b&x upon the beizer curve smoothing which is following the KLT
features tracking €th9 . Beizer curve smoothens and reduces the ouliers in each frame's
features. But eéurve method chooses the control points randomly which doesn't
guarante erged solution. We updated it by controlling the control points of beizer
curve, @ Mg’in reduction of more number of outliers and less feature points which are
c@gin consecutive frames. Initial frame of video is considered as reference and rest
frameS are rotated as per angle difference from that. We introduced a novel firefly
optimization for bizer curve smoothing and evaluated the results of stabilized videe on
ground of PSNR, IFT and SSIMseveral test videos are used for testing to check the
efficiency of proposed solution, it has been noted that in each case proposed solution is

improved upto 25% than beizer curve and 26% from the current shaky frames.



Proposed Work

Digital Video stabilization is a field with promising scope for research. Due to camera
movement or shake or jitter, digital video frames shake, which results in false fine details of
video. These issues needs the algorithm which can remogaadke form each frame. Since

it will be used for each frame so computational complexity will increase with video size. The
main concept of video stabilization is to transform the image back to angel at which camera
shake while shooting. For this purposebust features form each frame are exymgcted and
tracked using KLT feature tracker. We initialized the KLT tracker by SURR/fe&ures reason

being that these are very fast in computation than other feature ext@ techniques like

SIFT. O

The work is basedn smoothing of Beizer curve in the featuy iffts. this curve is used to
model smooth curve and depend upon some unknown pow computer graphics. Our work
is based on smoothing the extracted features of fr n video by optimization function
which reduce the number of points on biezer cu irefly optimization algorithm. These
points will be feature points which will be %every consecutive frame. based on the
tracking of these points frames are stabi& by gradient descent based impge wa
method which is out of context of this is. Beizer curve smoothens the trajectory of feature
points so that irregularities betwegy them can be avoided. Its a curve on imag esurface and
feature points are KLT featfredglt is an iterative procedsaanmks towards the minimisation

of mean square differency.

In some application®® it Might be reasonable to use evenly spaced t but, for hand trajectories,
o
we know that th d does not move at constant speed. We need to allow-¢onsiamt

speeds a efine a sequence of relative times, i E i p representing the
relativepgro®ees¥of the hand along the trajectory. We define the sum of squares for the fit as

Q YY 6 B

We want to choose the control points of C to minimize &Ss the set of features observed

though KLT tracke Good minimization is dependent upon the control points selection. So in
our work we choose these control points after tuning by firefly optimization algorithm. In it
an objective function is defined which calculates the SS above in each iteratiorcHor ea

firefly. Care has to be taken that first and last control points are always fixed and firefly



optimizes only surface points within the range of 0 and 1. To calculate the SS as is clear from
the formula, feature points are also required which are inK&rE feature points. Points
which are not relevant or have a large variation from other points are outlier points and are
removed using MATLAB's RANSAC algorithm. The objective function designed in
MATLAB is shown in table 2.1.

Function  op= objf(ti,Mat)

%%% Default Values %%%

ibi=[1; size(Mat,1)]; % first & last O
defaultValues = {ibi}; O

[ibi] = deal(defaultValues{:}); ° @ o
% % % - ~
datatype=class(Mat); %original data type @ a

Mat=double(Mat); %converte to double (neces,wv

% % % - /

if (~isvec(ibi))

error(  'arg3 must be row K‘@ector );
ibi=getcolvector(ibi); \

ibi=[ibi; 1; size(Mat, ]]a‘ % make sure first & last are included

putation)

ibi=unique(ibi); % sort and remove duplicates if any

[pOmat,;@ sp3mat,~]=FindBzCP4AllSeg(Mat,ibi,ti, uto);
[I\&erlnterpCPMatSegVec(pOmat,plmat,p2mat,p3mat,ibi,ti);

[sgDistAry,indexAryGlobal]=MaxSqDistAndInd 4EachSegbw2Mat(Mat,Matl, ibi);
sqgDistMat=[sgDistAry',indexAryGlobal;
% locallndex is index of row in sqDistMat that contains MxSqgD

[MxSgD, locallndex]=max(sqDistMat(:,1));



op=MxSqD;

Video stabilisation and firefly are two isolated fields, then how firefly is optimizing the
beizer curve points? The firefly agents in the algorithm are attracted towards each other by
their light. More the light intensity, more fireflies will move towardsThis light intensity is

the value of objective function in our video stabilization case. The lower the objective value
for a given set of control points on the curve, higher will b e the intensity and also the
probability of convergence. Every firefig mapped into a searching space wj co
ordinates value. The number of co ordinates for a firefly is equal to the ntgber of points to
be tuned. In our case we need to tune the surface points equal to the @)er of KLT features
points which are cortated. So each firefly will have that number@o ordinates values

equal to inliers KLT feature pointthe whole process can be dep%c" tegas:
[ 4

firefly postions= control points 9N

of beizer curve

"

Firefly / Beizer Curve

Algorithm @ Smoothing

) Light Intensity= sum of square
distance

A

o
Figure 2.1: Re @tation of equilibrium of firefly optimisation and beizer curve smoothing

The wholggr s is explained in steps as:

XV

divide the inputideo into frames to avoid jitter and complexity
Sp2 extract the SURF features form the first frame which is considered as the

reference frame for complete simulation
Step3. Initialize the KLT feature tracker by SURF features of reference frame, which
will be tracked in subsequent frames.

Step4. remove the outliers points using RANSAC method from each frame's features



Step5. apply beizer curve smoothing on these inliers points and use geometrical
transformation to transform the image by the angle at which these pointsgaez al
to reference frame.

Step6. initialize the firefly algorithms initial point randomly which will be the control
points of beizer curve.

Step7. make a beizer surface using these points and calculate the sum of squared
difference between visible points (feature poittsd control points.

Step8.  update the position of each firefly using the formula

© & 1 Q dodo|‘|d)é'§§ O
)

Step9. calculate the objective function value again Ior l@ww updated position.
Stepl0. is new_objvalue < prev_objval N

if yes {update the new posin} 6

else {update the previous positions} @
Stepll. continue this process till all ite s are not finished and save the positions of

final best firefly for which objective fu&n IS minimum.

Stepl2. this final point will be sm@ed beizer curve's control points.

A flow chart for the proposi&@is shown in figure below.
A\
>



Divide the video into clips to
avoid jittering effect

\4
Extract KLT features

\ 4
Smoothen the Beizer curve of
features (to select the optimal

\ 4

Initialize theunknown corners

. . . o
which are control points of Beizer @

! AN

Initialize the firefly parameters Iike,
alpha, beta and gamma

V;;(i

Evaluate the objective function for
each firefly

_ yes
Iteration

completed

No

\\

Update the position of fireflies
(Biezer curveoints)

Figure 2.2 Flowchart of complete method



Thesis-3
Fuzzy Logic Controlled MPPT in PV-
Grid System
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Abstract

Due to uncontrolled emission of gases by the burning of resources, giabaling is
increasing. This is also depleting the natural resources which can't be regenerated again. So
every country is moving towards the renewable energy resources like solar cell, wind power
etc. But countries can't rely them completely as they naamy constraint. So in our work

we analysed the PV array connected grid for power distribution. In this system harmonics in

the transmission power is added which reduces the quality. So we propose g system with

fuzzy logic controlled MPPT controller to bstoand stabilise the harmoni
harmonic filters at grid side. We tested the results with varying irradiagfOMyon solar cell and
results are quite good. A comparison is done with fuzzy logic cgfMroffed system without
harmonic filter and P&O contlied system without harmonics. Our p: osed combination is
able to reduce the 80% harmonics than P& O controlled W& :

Proposed Work 6

Our work is focused on reducing the harmogics= @connected grid transmission system.
We adapted the method of using a set of mnd parallel active filters. The harmonics
reduction and maximum power transferreyo grid from PV array should haeeoffative

are in need to transfer the maximun@/ver with reduced harmonics in the output. So the
proposed work is divided into, §0Jmodules: first one is focusing on transferring the
maximum power using fuz% as MPPT controller and other is reduwengarmonics

by the use of a set ofs'ij s and parallel filters. Both modules are discussed separately.

Here we have con e.ctg the PV array with grid. To operate the system in balanced condition
their voltage %uency must be synchronised. A VV taveatt the coupling point fulfils

this purpggse’ array changes the due to change in irradiations or other environmental
conditi ich can disturb the synchronisation of PV grid module, so a proper power
g@n system at PV side must be managedwdain cope up with these changes. So we
used Tuzzy logic controlled MPPT boost converter to manage these changes. A single PV cell
can generate only a power upto 3 W at@.% volts. This much less power can't be used to
supply to grid. So we used a araf cells with 5*66 cells. 5 rows and 66 columns of PV cells

are used to make an array which makes use of 330 PV cells in an array. A block diagram of

PV connected grid is shown in figure 3.1.



Fuzzy logic Vde _f §-q based Grid
controlled Pcc ™| controller
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Figure 3.1: Block Diagram of Pgrid connected Systemo

At the gird side controller, a PV inverter is used which conver@e DC into AC with
complete synchronisation. This converter is controlled by.a f@e&k controller based on d

theory. N
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Figure 32: Block Diagram of VSC controller for Piiverter at grid side
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For three phase signals, six controlling switches are used which are fed by SPWM (sinusoidal

pulse width modulation scheme). A block diagram of this voltage source controller is shown



in figure 3.2 which is designed in ORCAD schemakortunately we have a block in sim

power toolbox of MATLAB which serves our purpose of controller.

To manage the proper synchronisation between PV array and grid, the DC voltage at point of
common coupling (PCC) as shown in figure 4.1 must be managezhstant rating. In our

work it is 500 Volt. The more it disturbs, the more system is in unsynchronised state. The dq
controller in figure 4.2 converts the current into direct axis current and quardature axis
current. The phase locked loop (PLL) isprovidhe synchr onou ngl e &
system frequency for the dq transformation blockbref mathematical fokgaulation fo
controller is discussed here. After conversion of reference current it they are

estimated in sequence as follows: O

The unit vectors irphase with va, vb and vc, are derived as: @ ¢
Ua=Va/Vm; Ub=Vb/Vm,; uc=Vc/Vm 6&

where Vm is the amplitude of the AC termin che PCC and can be computed as:

C O

o)

@

where va, vb, and vc are the iri a tages at PCC and can be calculated as:

\& ) YO 0RO
.\ ® G YO
@

w

") 0NnNO
W W YO 010

where @e fferential operator (d/dt) and Ls and Rs are per phase souaamnce and

refy respectively. vsan, vsbn, and vscn are the three phase instantaneous input supply
volta@gs at PCC and are expressed as:

) » OBTo
® » OBTO6 ¢‘jo
) ®»w O0BTo6 ¢“jo

wherew is the peak value and ¢“ "6 the angular frequency of the supply.



The unit vectors iguadrature with Va, Vb and Vc may be derived by taking a quadrature

transformation of the #phase unit vectors ua, ub and uc as:

) 0 o}
U -—_ =
Mo Vo
-0 o] o]
0] No— — S
Vo
-0 o o
0] No— S

W O:

The quadrature component of the reference source currents is corr@d as

The voltage error Ver at PCC at the nth sampling instant is a@ °

The output of the PI controller at the mplin@; IS expressed as:
o) o) Q 6 )&m ¢ o om ¢

Where Kp and K, are the proportl Q integral constants, respectively of the proportional
integral (PI) controller and g rlpt (*) represdrggeference quantity.
of

The quadrate componé&\
O 0
(Q o o

© 0O 0

reference source currents are estimated as:

The inphase components of the reference source currents are computed as:
© 10V o
© 0V o

© 0O o



where, I*smd is considered fixed value corresponding to the constant source current for load
leveling. The total reference source currents are the sum of the inphase components of the

reference sarce currents and the quadrature components of the reference source currents are

given as:
© " O
0O O ©
© © ©°

The PWM output is thus fed into the gating terminal of inverter wigich)cotiteopower to

grid. @ P
[ 4

3.1 Module [: fuzzy controlled MPPT N
Maximum power point tracking is the concept of tr@%g the maximum power to grid. It
depends upon the duty cycle fed into booverted connected to the PV side. Boost
converter step up the valje generated form% ray and makes use of IGBT switches for

that. A MATLAB developed schematic 'ajam of bbosnverter is shown in figure3 A

PWM block is used to generate th s which are feed into the gate control of switch of
boost converte &
N*
) JI; ﬂ ; .
Controlled c Rioad Variable R [ ' Uout u
Voltage Source Uout
] T
E
IGBT |

powergui

v Figure 33: Boost Converter in MATLAB

To control the MPPT point, this duty cycle of PWM is to be controlled which will change the
pulse on/off time. Maximum the on time in a pulse, maximum the power transferred to grid.
A PWM pulse wave witton off time is shown in figure.8. Here D is the dy cycle and T is

the time period of full cycle. Initially this controlling work was done by P&O controller

which is acronym of perturbation & observation controller.
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Figure 34: Rulse wave, showing the definitions Bfnin, Yma Q

This algorithm uses sipte feedback arrangement and little eas d parameters. In this
approach, the module voltage is periodically given a [% tt%ion and the corresponding
output power is compared with that at the previous per@w%
perturkation is introduce to the system. This per tn causes the power of the solar
module various. If the power increases dw perturbation then the perturbation is
continued in the same direction. After the p&g er is reached the power at tie2dRP

and next instant decreases and hencezM that the perturbation reverses as. When the stable

cycle. In this algorithm a slight

condition is arrived the algorithm c@ around the peak power point. In order to maintain

bation size is remary small. The technique is

peak voltage of the moyul

the power variation small the
advanced in such a stylg t t&ts a reference voltage of the module corresponding to the
\ The flow chart of gdgorithm is shown into figure.S.

To improve the r%ultdrom P&O controller, we used artificial intelligence technique. The
fuzzy logic co ler’is now used in our proposed work to enhance the decision levels. Fuzzy

logic is ejlamMgd in previous chapter. here we will discuss how ies raihd inputs are

d@pur application area.
The tPacking of MPP is divided into two steps: first will increase the response of MPP and

other will increase the stability after MPP. The fuzzy controller consists of thre@sks:
fuzzyfication n which real environment variable is converted to fuzzy variables, inference
model which inherits the rule set or decision variables and last one is defuzzyfication which
reverse the fuzzy variables to environment variafdies.fuzzy Igic controller fothe MPPT

has two real time inputs meaBbureedtld adndevemrmre
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in error. The error at sample time k is calculated by

~

o — —— (3.1)

And the 60 0Q 071 p (3.2)
Where P(K)= output power of PV panel at time instant k
P(k-1)= output power of P\panel at time instant {k)

V(k)= output voltage of PV panel at time instant k O

V(k-1)= output voltage of PV panel at time instantljk o 6 o

P

P
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<
.\\@’
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Measure voltage V(k) and current I(K
of PV array

v
PK)=V(K) * 1(K)

NP = P(k)P(k1)

D=D+HD D=DnD

.\
% e
& &>

Q Figure 35: P&O algorithm flow chart

The input signals are fuzzified and represented in fuzzy set notations by membership

functions. The definedrules produce the linguistic variables and these variables are
defuzzified into control signals for comparison. Fuzzy logic control involves three steps:
fuzzification, decisiormaking and defuzzification. Fuzzification transforms the-hazy

(numeric) nput variable measurements into the fuzzy set (linguistic) variable that is a clearly
defined boundary. I n EheaQid o@osedetionedoblye



variables such aNB, NS, ZE, PS, PRharacterized by memberships. The membessaip

curves that define how each point in the input space is mapped to a membership value
between-0.032 to 0.032and-100 to 100f o E6 6a@E ©bespecti vely. The
functions belonging to the other phases are identical Membership funairdhs fnputs are

shown in Fig.3% and Fig.37. The membership function of output variable is shawn

Fig.3.8.

The surface viewer of oufuzzy logic is shown in figure .9. It is a three di

representation of mapping of error and output of fuzzy Iogese rules can b lised in
MATLAB's toolbox by using comman®6 & &wd 68Q"& here name.fis fuzzy logic
name designed in MATLAB which is@ted with extension "fis'. ‘ )
A a
FIS Variables Membership function plots  Plot points: 181
NB I INS ZIE PSI I PB I

(Y

error _ dutycycle

derivativerror

£

input variable "error”

Figure 36: Qership function of input
PN
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/N
@ dutycycle

derivativerror
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&K o - - --vinput-v‘;riable:derivati‘\:errur"-u
Q Figure 37: Member ship function of input




FIS Variables

Membership function plots  Plot points: 181

XX

error _ dutycycle

derivativerror

NB
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ZE

P53

PB
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output variable "dutycycle”

Figure 38: Membership function of output modulation techniqu

Z axis represents the output modulation technique. Defining only

doesnodt

also. A set of25 rules in our case is designadd table 3 rep

compl et e

fuzzy

representation atules in rule viewer in figure.30.

l ogi ¢

Table 31: Fuzzy logic rulgg ®

E/CE NB
NB ZE
NS ZE

PB ' NB

fuzzy i

NS

NB

ZE

ZE }N
ZE@ PS

= s

ZE

NS

NB

PS

PB

PS

ZE

ZE

ZE

e)signi ng.

rgéenys that adg with the

PB
PB
PS
NS
ZE

ZE

c@ots represent rules of SNR, mod and output. Each rule ¥ af qglots, and each

column is a variable.

ership function

Rul

A 4
The RuleﬁQdisplays a roadmap of the whole fuzzy inference process. It is based on the
e diagram. You see a single figure window @Btiplots nested in it. The three

The rule numbers are displayed on the left of each row. You can click on a rule number to

view the rule in the status line.

T The first two columns of plots (the six yellow plots) show the membership functions

referenced by the antecedent, or theadirt of each rule.



T The third column of plots (the three blue plots) shows the membership functions

referenced by the consequent, or the {part of each rule.

This decision will depend on the input values for the systéhe defuzzified output is
displayed as a bold vertical line on this plot. The Rule Viewer allows you to interpret the
entire fuzzy inference process at once. The Rule Viewer also shows how the shape of certain
membership functions influences the overabult. Based on these rules output duty cycle

range is decided.

B
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m o
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‘ Opened system boostfuzzy, 25 rules ‘ ‘ Help | Close |

Figure 310: Rule viewer of membership functions



3.2 Module Il: Harmonics Distortion reduction

We have used harmonic filters along with fuzzy logic controller to stabilise the power output.
The filters are composed of R.L& C. A series RL filter along with shunt filter is used. Three
shunt filters are connected in parallel. The shunt filter is mpds u

- one capacitor banks (C1) of 150 Mvar modeled by a "FRieese Series RLC Load",

- three filters modeled using the "ThrBaase Harmonic Filter"

(1) one Gtype highpass filter tuned to the 3rd (F1) of 150 Mvar O

(2) one doubleuned filter 11/13 ti{F2) of 150 Mvar O

(3) one highpass filter tuned to the 24th (F3) of 150 Mvar e @ ¢

A total 600 MVar rating of filters is used and these are @vected to AC line of system.
3.3 Modelling of PV array ,v

3.3.1 Mathematical Formulation &

PV cell is asemiconductor m interse that transforms sunlight to electrical power. To

model a solar cell, it is imperativ t we assess the effect of different factors on the solar

panels and to consider the cteristics given by the manufacturers itaieees It is to
be noted that to form \ ule, a set of cells are connected in series or in parallel. To
form a PV array, a sé\o PV modules are connected in series and in parallel. Thus, the
mathematical mo%? fer PV array are attained whilezirtij the basic description equivalent

circuit of the P,

A PV @s ly embodied by an electrical equivalent ofdinde, resistance series Rs

a@ ncparallel Rp as shown in Figure 3.11

(‘;..\ - ,—11\’" — "
D A e —
N [[re

Figure 3.11 Equivalent circuit of solar celith one diode



From the figure8.1], the different parameters characteristics of the PV cells are:
Iph: currents generated by the solar cells (A)

Rs: resistance series (q)

Rp: resistance parall el (q)

Ga: irradiance from the sunlight (W/m2)

T: cell temperature (K)

Id: diode current (A) O

I: output current of the PV (A) 0 @ e

V: output voltage of the PV (V)

Manufacturer of the solar module gives the @arameters needed to model the solar
cells. The datasheet which gives the electriw atits is calculated under standard test
condition STC when the temperature T iy25 C and the irradiance G is 1000 W/m2. The

parameters that can be found inside t tasheet are:

Voc: open circuit voltage (V&‘@

Isc: shorcircuit curren A\

o
Pmp: poweat ma@ﬂu power point,

vVmp: voIt@aximum power point
: M at maximum power point

I
T’& cell is model first, then extends the model to a PV module, and finally models the
PV array. From figur&.11, the output current of the PV cedl i

00 O
where

Iph: photon produced by the cell,



Id: diode current

By Shockley equation, the diode current Id is given by

0 09 p

where

|0: reverse saturation current of diode,

g: elementary electron charge (1.602480C), o
Vd: diode voltage, O
o
k: Boltzmann constant 1.381x83 (J/K) e N
T: temperature in kelvin (K) 6

The relation between voltage and current re%plaeing the diode current

N

© 0 dT o

4

where Vdis the output voltage of t@\/ cell.

The reverse saturation I0\i by using the above equation. By setting the current | equal
to zero and calculating at temperature T1
o
ony O
oYy ———

g p

The cu@ rated by the sadalls Iph can be approximated with the short circuit current
wcurrent generated can be calculated for other irradiance. The standard current,
tempeérature and irradiance from the datasheet are used to determine the current at different

condition.



where

Isc(T1): current at temperature T1

T1,nom the temperature of cell from datasheet at STC
Gnom: irradiance from datasheet at STC

After calculation, the equation of the PV are

00 00— v T
\ O

V is the cell voltage. For a PV module, the cell voltage is multiplieggy the total amount of
o

the cells found within the series. The model is completed ing the following recursive

equations to find the currents. The recursiveagign is US? culate the current for a PV

cell. It is more convenient to solve numerically. The@:, 0
e

to calculate resistance series and neglect tha@
o o

Q P

n introduces a simplified method

parallel.

© ©

0—0Q

3.3.2 MATLAB modelling o P&ay

The equations used in arrdy designing are discussed. As is clear the designing of array is
dependent upon thecir:ggiation and temperature. For our work we have cemhgideroom
temperature as fi Ad irradiation intensity is changed. The main four PV model parameters
are: photegeQed currentp)), diode saturation current4), parallel resistance and series

justed to fit the four parameters of model like short circuit current, open

S

solardesinedtool.com [23]. In appendix 1 parameters values of this module are provided. PV

resistaméﬁ

ciicuMyoMEge and voltage and current at maximum power point. The parameters value of
Mr SPRO5SWT module is used whicls iextracted from the database of website
array consists of 66 strings of module connected in parallel and 5 string of modules
connected in series. The designofg?V array is shown in figure.32. The reason for select

of this module is out of our work scope as our focus is on improving the MPPT in weblink
given in reference [24] comparison between various solar panels can be checked by curious

readers.
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Diode characteristic
Id=Izat*[exp|Vd/VT| -1]

Td = di0de CONrent (&7
Vd = diode woltage (V)
Isat = diode saturation current (&)
VT = temperature woltage = E*T/gq*(d*Ncell*Nser

T = cell temperature (K,

k = BoltzZman constant = 1.3506e-23 J.K -1

g = electron charge = 1.6022Ze-1% C

0d = diode quality factor
Ncell= number of series-connected cells per module
Nzer = nuwber of series-connected modules per string

M
Figure 3.2: PV array module desb@ i MATLAB

3.4 Modelling of Grid v

The grid designing /& guite simple

parameters. The MATLAB designed @odel forlitytigrid is shown in figure 3.13vhich
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Thesis-4
Fingerprint Identification by GSA
Optimized ANFIS

N
ABSTRACT

The Automatic FingerprinRecognition@em plays a significant role in forensics and law

enforcement applications. The fin scanned are not always ready to use or extract from

images and poses a chall to automatic fingerprint extraction methods. Fingerprints in
imagescan be overlap, e , weak ridges etc. These issues are obstacles in extracting
and recognizing flnge s automatically. The objective of the proposed system in the

current study is dgn ify and separate fingerprint images automatically usingzg F

Inference Sy IS) with heuristic algorithm Grey Wolf Optimizer (G\Wi@yerprint
database from public access data base FVC2002_DB1_B. we have implemented our
work b g Irstly image refinement and segmentation using block basedrgagore

ature extraction to create feature table, third testing and training data using fuzzy

l ogic with GWO and compare our methodbs perf

In preprocessing step, image is converted into gray scale and filtereghhmedian filter
followed by histogram equalization. Then block based segmentation method is used. The
block based segmentation method is to remove the fingerprint background and strengthen the
weak ridges in fingerprint by normalizing it. It is basedtba coefficient of variation and
morphological open and close operations. The coefficient of variation calculates the intensity



change in the image block. This block wise operation is performed over whole image in the
block of 4*4 or 8*8.

The intention ofeature selection approach is to select a small subset of features. The features
extracted from fingerprint images are second order and third order features such as
homogeneity, ridge orientation etc. These features are classified with neural netwad trai
fuzzy logic classifier. We proposed it to do by Gray wolf optimized (GWO) fuzzy logic

membership functions. Since fuzzy logic is based on the rules and decisio embership

functions, but these are not dynamic in nature and don't perform as d e for

which these rules are developed. So we need to tune those for every, st case. We used
gaussian bell shape membership functions in it which changes tr@nge after optimization.

logic are to be used and each input has three bell shaped

Five features from a pre processed finger print image »xractgd sg five input to fuzzy
n membership functions.

This work finds finger prints recognition for fingerpri ined with label or class, so that
during testing, error can be minimize@hree teé are analyzed with the available

dataset. The extracted features are divided& 40, 70:30 and 80:20 for training and testing
respectively. Our proposed method ofy] print recognition fits good enough when

compared to fingerprint sy ANFIS claggifigr only.

<

Proposed Work
The Automatic Fingerprint %&nition System plays a significant role in forensics and law

enforcement applicatiops.\In toAs work, we proposed fingerprint recognition using fuzzy logic
with Grey Wolf Optigizgr algorithm (GWO). The objective of the proposgstem in the
current study is id&ntify and separate fingerprint images automatically using a Fuzzy
Inference S IS) with meteeuristic algorithm Grey Wolf Optimizer (GWO).We have
compareaguy Wgsults with ANFIS classifier to check and validateresults.Fingerprint

data s taken from public access data base FVC2002_DB1 B available at
httpWias.csr.unibo.it/fvc2002/Different categories of features are extracted from the
segmented fingerprint images. The features extracted from fimgeirppages are real values.

Overall working can be divided in following points.

1. Preprocessing of fingerprint Images

2. Feature extraction from fingerprint images

3. Testing data using trained data with ANFIS based classifier

4. Testing data using trained data witts and GWO based classification



5. Comparison and discussion.

4.1 Preprocessing of Fingerprint Image
Preprocessing of finger print image includes following steps

a) Input a finger print image

b) Conversion to gray scale image
c) Binarization

d) Histogram base equadition

e) Noise removal using median filter

f) Segmentation using block based technique O

The fingerprint images under test acquired by the fingerstcanner are always
o

susceptible by the environment. The image restoration @&9 to minimize the effects of

degradations, by means of a filter. It is a fundamen%w em in the image processing to

improve quality through the reduction of the@ 7 A wide variety of techniques

dedicated to carry out this task alread N} the fingerprint image compression

system, significant features detection de % the regions of interest which are usually

of noisy nature and low contraﬁencejn Image enhancement and denoising may be

required to preserve the image qedlify, highlighting the image features anessipgr

the noise. Noise in image n Iylowers its quality but also can cause feature extraction

algorithms to be unre ia&&e denoising and feature enhancement techniques presented

in this work will imgroke tf# reliability of image processing. In ffest many methods

for denoising or ynage ‘enhancement have been developed. The median filter is a non

linear digital @n@ technique, generally used to remove noise from images or other

signals. dian Filter is performed by taking the magnitu@d! tie vectors within

a n‘@@rting the magnitudes. The pixel with the median magnitude is then used to

relac®sthe pixel studied. The Simple Median Filter has an advantage over the Mean filter
%{ it relies on median of the data instead ofmttean.Figure 4.1 shows steps of pre

processing of input finger print image



Input finger
print image

Read image

Convert to gray scale if

S input image is RGB .| Binarization of image

Yy

C)o

Histogram base
Block based Noise removal using equalization of
segmentation Median filter image

>

Figure 4.1: Prﬁocessing steps
In preprocessing, segmentation pla@ key role, so we used block based segmentation

techniqueFingerprint imageSegmeiptagon is ehallenging task espedif it contains low

quality foreground regiorgW anted hifyaquency regions (background noise) or
remaining ridge regions. Mer e have proposed a block based segmentation algorithm for
fingerprint images ma employs morphologicaltefis and a stistical measure called
coefficient of var@n(CV). The proposed method is performed in two passes where the
foreground r vi.e., the region of interest (ROI), is coarsely separated from the
backgrouw n in pads based on CV and morphologicapenclose filters with
reconstrgiion. In pasd, region shrinking and merging is employed to provide further
reﬂ%mlt in the shape of the ROI with the use of CV and average gray Majue 4.3

shows the stepwise output of block based segmentairopakssl of algorithm and Figure

4.4 shows the stepwise output of block based segmentation fe passgorithm.



Figure 4.2 explains in details the step followed to implement block based segmentation.

INPUT
IMAGE

Open byreconstruction
Shrink ROl by comparing
| COV of each block with its 4
Close by reconstruction oo
]
| Merge ROI by comparing
Select ROI using COV of each block with its 4
AN/ {' nainhhniire (MAV1A hid
| g
Separate ROl as
_> larmnact OO — SEGMENTE
v D IMAGE
COMBINE [— Y
SELECT ROI USING DROI Shrink ROI by
Yy —> comparing AGV of each
Calculate local CV of block with its 4
16x16 block
| Caleulate alohal CV | MERGE ROI by comparing
T AGYV of each block with its
SELECT ROI using 4 neighbours (16x16 blogk
localand global CV
; v
SEPREATE ROl as
largest CC
SELECT ROI USING CV
PASS 2
PASS 1
Figure 4.2 Block based se tieahnique for finger print prprocessing and
segmentation
4

Block Co-Varience Filtered Image
32 blocks. Input block size = 8, output block size =1
Original Grayscale Image 512 rows by 512 columns Binarized Image

s

AN

Morphologically filtered Image Combined Region of Interest

Figure 4.3 Stepwise output of block based segmentation forlpafsalgorithm



Image from Pass-1

Image after Region Shrink-Merge Using CV

Image after Region Shrink-Merge Using Average Gray Value Final Segmented Image from Pass-2

Figure 4.4 Stepwise output of block based segmerﬂatid@«?ha‘salgorithm

4.2 Feature Extraction from fingerprint Image 6

There are various features of segmented finggrps @ge but to avoid much complexities we
have taken essential 5 features for compar%Crpose. These features are second order and
third order features. 4

1. Correlation: Correlation is ataati@term which is defined asmutual relationship

g2

or connection between two or more things. Taghnique is a promising approach for
-

fingerprint matchingWsi atching of ridge shapes, break&eteral expression

for correlation of twdmaljes is shown below.

KON () B0
[ r N N ;Q\ [ v, él;’m _
o OE1 1 aw:Q —a.q

2. Enmt gives the sum of square elements in GLCM (Gray L&l
% ne®atrix) generated in MATLAB. Its range is [0,1].The equation of energy is

> X

I'I":' (=

UBANOABDEB®R

3. Homogeneity: It gives the value that calculates the tightness of distribution of the
elements in the GLCM to the GLCM diagonal. For diagonal GLCM its value is 1 and
its range is [0,1]. The equation of homogeynest



4. Ridge frequency: Rge frequency, is used as a global feature of fingerprint It is very
important in image prprocessing methods used for fingerprint matching. It is
calculated using ridge distancEingerpint ridge distance may be defined as the
distance from a given ridge to adjacent ridges. It can be measured as the distance from
the centreof one ridge to theentreof another. Ridge frequency is the reciprocal of
ridge distance and indicates the numtfetidges within a unit length.

O

2 € ABGA K GA TiA Ug—— _,@‘

y
Ridge Distance® O

5. Ridge orientation:The orientation field of %rprint image represents the
directionality of ridges. Fingerprint imag @ﬂngly divided into number of non
overlapping blocks and an orientati %sentative of the ridges in the block is
assigned to the block based gmy&gradients in the block. The block size
depends on the inteidge distafjee )i.e. it should include at least one ridge and one

valley in a block. The blocl@ntation can be determined from the pixel gradients by

averaging. lts well Lg( atan estimation of the local orientatierusing block
operation can bg cymp®ted by using
— -0 0t && ¢Q 6 Qo ITB i Qo Qo
Whereo h) st .0 defines all the points in the 2D region of size 0 while "Qand
Q arg @ gradients in the directions x and y, respectively.
The fegtu gescribed above are extracted from fingerprints and normalized using

ion function i.e.
- W W
0w
() ()
Decision labels for each fingerprint are taken from fingerprint database considering the fact
that fingerprint database is made by fingerprints of 10 person having 8 fingerprints each. So

we have 10 labels whictignify person identity.



4.3Fuzzy Logic Model wsing FIS

A fuzzy inference system (FIS) is a system that uses fuzzy set theory to map inputs
(featuresn the case of fuzzy classification) to outputdagsesn the case of fuzzy
classification). Two FIS, the Mamdani and the Sugeno are generally udd®.ifuzzy
inference system can achieve a better combination of the all input parameters to obtain the
optimal outputwe constructed a Sugeno FIS in MATLAB. The fuzzy controller consists of
three parts: first is fuzzyfication in which real environment variables are convgsed to fuzzy
variables, second is inference model which inherits the rule sets or decjglo nables a
third is defuzzyfication which reverse the fuzzy variables to environmw lables. Figure
4.6 show snapshot of our sugeno FIS with five features as input @ e output as label or
class of image. .

We have taken five features as input and every inpulr @d with 3 membership
function, so total membership function rules ® 243 %Sé

represented in figure 4.7.
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Figure 4.6 Fuzzy Logic Ruleset



5 input
features

4.4 Grey Wolf Optimization (GWO) tuning of Fuzzy membership functions:
In previous chapter working and mathematical models of the social hierarchy, tracking,

encircling, and attacking prey in GWO are already provided. GWO is used here to tune the
membeship functions of Sugeno FIS. GWO can be complex if taken more no. of wolves,
iteration or alpha wolves size. However, we have kept the GWO algorithm as simple as

possible with the fewest operators to be adjusted.

GWO is metaheuristic optimization algatm which is used to minimize a cost fyggction for

optimum values which are to be tuned. We have tuned all membership ns of all 5

inputs

Total of 45 parameters are tuned because we have taken gbellm Qembership function
which depends upon 3 bodary values and for 5 input with each inpmving 3 membership
functions and each function here gbellmf depends wpo 8undary values, it means
5x3x3=45 values. We have taken wolf group size alsg me as that of parameters to be
tuned but it is nbessential that size is same , it ma %erent also. Cost function is taken
as MSE (Mean Square Error) which is to be pgiry '@For fast implementation of algorithm
we compromised between iteration size a, %ed maximum iteration as 50. Table 4.1

shows working parameters of GWO. 4

Tuning of membership
m function of Sugeno FIS

@ lization of
gput for each Fuzzifier Sugeno FIS Defuzzmer
Output

Figure 4.7 Block diagram of FIS membership function tuned using GWO
1. Fuzzification: The purpose of fuzzification is to map the inputs from a set of sensor

or database to values from 0 to 1 using a setpafts membership functions.

2. FuzzyInference System(Sugeno): The primary difference between Sugeno and
Mamdani FIS is that the output consequence is not computed by clipping an output
membership function at the rule strength. In fact, in Sugeno FIS itheér@ output



membership  function at alhnsteadtheoutputis acrispnumbercomputedoy
multiplying each input by a constant and tlaellingup theresults.

3. De-fuzzification: In many instances, it is desired to come up with a single crisp
output from aFIS. Forexamplejf onewastrying the FIS would have to come up
with a crisp number to tell the computer which letter was draWis. crisp number is

obtained in a process known asfdezification.

Table 4.1 GWO parameters

S.No. GWO Parameters Value
1 Number of Wolves 45 O
2 Dimension of problem 45 O

G‘ o
[ 4

3 Type of membership function Gbellmf N

4 Number of iterations 50 e:’/

5 Cost Function @Y Square Error (MSE)

4.5 Performance Evaluation Paramet /7
In order to evaluate performance o and ANFIS, wédave chosen two performance

measures ‘
1. Mean square eryo &'med and tested output

2. Accuracy of outs\tk&.r.t. testing input labels.
o

. - o . .
Details of classif re out of scope of this study so we put off this segment for reader as

self-exploratj fore appjing to ANFIS, we divided our feature data in

1. 20 ratio and 80% data is used as training data and remaining 20% is used as testing

NQna.

2.” 70:30 ratio and 70% data is used as training data and remaining 30% is used as testing
data.
3. 60:40 ratio and 60% dais used as training data and remaining 40% is used as testing

data.
Following parameters are used to compare performance of different techniques.

1. Accuracy



2. Mean Square Error (MSE)

The accuracy of fuzzy inference system is the precision of the fuzzyntaglel. It is highly

related to the measurement of correct estimation of a fuzzy model for a real system.
Commonly, accuracy is evaluated as percentage of correct classifications of a given data set,
the mean square error (MSE) is also considered as senpodant performance evaluation

measure. It is for the reason we have taken MSE as our cost function in GWO.

B R
Accuracy% ——— p T

Mean Square Error ( MSE} 8 ® 0 ‘ )

o
Wherg p € imaccording to whether ko r dked’;pecti?/%!@s the size of data set,
is the system output fgth data pointp is true, desired ou@f thn data point.

4.6 Complete work flow diagram: @
We have implemented FIS theory with gerprint matching efficiently and

speedily. Following the framework given in fj

that GWO using FIS for fingerprint @
classification. We have checked oys

4.1, we have implemented steps and found
ing is giving better results than ANFIS based

n various performance parameters.

Data collection &re-processing ofingerprint images. €ature extraction frorfingerprintimages & building a feature tabhéth
decisions/labels. Dividdata in 80:20 ratio for training dataset & testing dataset

v\~ {
Create a FIS model using sugeno type having 5 input as feature wé&mBarship function of each input. Make rules for members
function.

o ” !

Define an objective function which depends upagan square error of output labels and input label of images

Apply GWO algorithm to minimize objective function to tune values ofmbership function for that value.

Using tuned value by GWO find output of testing data and calculate matching error.

'

Compare performance with ANFIS classifier for same training and testing data.

Figure 4.8 Overall work flow diagram of FIS with GWO algorithm
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WSN Localization using GWO and CS
Optimization
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Abstract
In WSN field, accurate location of sensor ngdegejis ¥ ired and some of the sensing
operations require the location of targelﬁ " These are used usually to sense the

temperature, moisture etc and fault tolerzyt. Is makes their applications in military, civil

and industrial applications. @

Since some ofhe sensing appligfiti are based on the location of node, our work is focused
on that research. We us %ﬁj heuristic optimisation method to accurately locate the host
sensor node which is e&hy rid of Grey wolf optimisation algorithm (GWO) ankbouc
search optimisatio fC. . Both algorithms are combined to use the advantages of both and

results are com with GWO optimisation only. The hybrid function is also tested over

few unco&1
terms m [
IWn error, number of localized nodes and computation time in each case. The nodes

localiZation is a complex problem and backed by severat@nts. This needs the division

linear and non linear benchmark functions and-G®/{8the winner in

fitness value in each function. The work is evaluated on the basis of mean

of nodes into anchor, reference and unknown nodes. Anchor nodes are equipped with GPS to
know their location exactly. These help to find out other nodes' positions. In our test cases
which differ by geographical area in iwwh nodes are placed, we found a optimal area of 100

a for the maximum number of localized nodes and minimum localization error. Each test

case is tested with different number of anchor nodes and it has been found thatiin 100



area, 80 anchor nodes give maximum number of localized nodes. By our propbsdd hy

optimization algorithm, an improvement of 13.8% is achieved over GWO localized nodes.

Proposed Work

Wireless sensor nodes have been very useful and able to attract a large community of
researchers which are working on to solve their issues. In caseigial disaster or locations
where man can't go, sensors are thrown by some means like form air or drones and to bring
those sensors in network communication, their locations must be known. G n also be
attached to each sensor but it will be very lgoahd also GPS consumes a |@§ ofYpower, so
sensor node will exhaust soon. So unknown node localization is the i tant part in WSN
research. Our work is focused on node localization. To know ﬂ@cations, some nodes'
positions must be known or it can &id only a few nodes with highey battery capacity must
have GPS installed. A unknown node can be located by’ e%ing the distance by received
signal strength index (RSSI) which is fine tuned by h?l}

focused on grey wolbptimization (GWO) for this p@s
falling into local minima. So the fine tuned/® of unknown localized nodes by this
method can't be reliable. So we introduced method which overcome the weakness of

GWO andgive it the strength of glob ;{mization. We used cuckoo search optimization

optimization algorithms. We
but it suffers from behavior of

algorithm along with the GWO. C search (CS) is discussed in previous chapter. CS

updates the best three solutj I& O which are alpha_wolf, beta_wolf, gamma_golf.
gGWO

5.1 How CS Makes Hy. riXW|
i

Once all wolves areJ'ni i2ed with some random feed then fitness function is calculated for
each wolf. In a p®tA0 wolves are considered. Out of them the one with minimum
fitness functi WO works to reduce theatise between prey and wolf and optimal

position i% y position whereas CS works for maximization of profit ) is considered as
leader oNglle group and U ¢ @ f@dowed by two more wolf with corresponding decreasing
fi&nction ak U ¢ cafd 0 € aThe mean of these positions is considered as optimal
position of wolf in that iteration.

I f0EaQ

Ow Ve N 0 Qp avia Qo Qe+ 5 8 B8ud

. In GWO, to move towards the prey, the distance between prey and golf is minimized and
changed over time. The step size by which wolf moves is randomly weighted by a constant

which leads to fall it into local optima. This problem is solved by cuckoo sedgorithm



which update the current position based on the best position so far. CS optimality is more
relied on other habitat groups rather than only time. To make it hybrid we updated the best
three locations of wolves in the group by CS method whiclatepd by a step of with

anglg . The step size is updated as:
stepsize= wrstep.*(s - best); ..(5 .2

where's' is the position adlpha_wolf, beta_wolf angamma_golf

'step’ is the previous step size of cuckoo movement

'stepsize’ is thapdated step size O
‘W' is the weighting factor §.001 °
. S

The position of cuckoo is now updated as:

i i ioQnitQaQ @ 8 8uL®
wherg is the deviation of cuckoo and a rar&ntity.

/

Using equation B3 the| i 1] re updated to new positions and handle will get

back to GWO form CS. Now Gw@es mean of all three best positions again and tradeoff

the local @tima error in this

We tested this hybrid\ixc function on benchmark functions too and compared with
GWO algorithm as c%m. e checked in table 4.1. We took benchmark function reference from
GWO paper [13¥*We used few random functions from diferbenchmark function
categories. ‘@ been observed that hybrid approach of-GB/@B performing better than
GWO (% d Yémoves the local optima issue in previous work. Every objective function's
Z?e view is also shown in table along with ¢tbavergence curve. The lower the
curveXbetter is the algorithm as parameter space 3D view is pointing/converging towards a

minima point.



Table 51: Benchmark functions selts for GWGCS and GWO optimetion
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5.2 Noc&&gon using GWQGCS

@mn the location of unknown nodes in WSMe are fine tuning the location
considered by the RSSI method. All nodes are categorised into three categories: anchor
nodes, reference nodes and unlocalized nodes. Anchor nodes are those nodes whose position
is known to base station, those unlocalisedeso@those positions are determined by the
algorithm are reference nodes and can take part in locating the otlheralised nodes.

Hybrid method finds the location of sensor nodes optimally and compeedistance with

the actual one. The minimum is tleeror, better is the position. The G\WECH and node

localisation are two isolated system but their dependency can be depicted as in figure 4.1.



These collectively forna feedback loop. The module of GWTS gets the relative error of

distance of nodes in thieput and gives the updated nodes' positions to the WSN module.

There are two tuning variables for each unlocalised node in the area which represents the x
and y ceordinates of the node. These tuning variables are the positions of wolves and
updated byhybrid optimisation to find a node with minimal distance from the actual location.

The error must be minimum.

WSN Module

A\ A 4

Nodes' Distance error
positions

G‘ o
GWGCS Module N

Figure 51: Relation between e allsatlon and GW® optimisation

The optimisation process is the iterative pr&s and in each iteration the each wolf position
will be updated ath sent to WSN modu@ure 51 which calculates the distance error.

5.2.1 WSN Module @

There is constraint in th odule, only that node can be localised which is in range of
at least three anchor\zes. If node is not in range of three anchor nodes, either that is
droppedor a new ogiti.o is assigned to that node. The distantteosé uAocalised nodes

is calculated f

distance &
optimi%
Ifwocalised node is localised then it acts as reference node and helps the anchor nodes
to find out the other nodes’ position as anchor nodes.

anchor nodes in vicinity and relative difference of sum of measured
of calculated distance (RSSI method) is observed whicled lpads to

ule.

5.2.2 Optimisation Module

The relative error is feedback to hybrid opsation for each wolf in each iteration. The
minimum error position wolf is determined by comparing it in group and that corresponding

wolf is assigned as leader of group along with two other wolf with lesser fithess value and



assigned and beta and gammadfwbhese three optimal position for present node which is
termed as wolf inside optimisation module is again updated by cuckoo method as discussed

in section 51. A chart f@ it can be shown as in figures
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Figure 52: Pipeline for whole process for the interaction of WSN module with hybrid

optimisation module

5.3 Steps for Unknown Nodd.ocalisation

Stepl. randomly place the nodes in an arep af TTp 1T dt
Step2.  Fix the few sensor nodes as anchor nodes whose locations are known and rest

are to be localized.

Step3.  Measure the unknown node's locations using RSSI method. locations

will be used to comparthe calculated distance by hybrid optimizatig % ithm.

».

module, initiate the wolf position randomly within the WSN raphical area which

Step4. start a loop for each node and call the optimization ule. Inside this

is [1,100] R GN; o
Step5.  for each wolf,optimisation module (objectiv N:{ n) is called which checks
@odes. if yes, then distance from

if that node is in the vicinity of at least three a
those anchor nodes is calculated and com@
measured node (st&) with anchor nodes

Step6. Relative error is calculated ame
CS optimization. This step is re@ed for every grey wolf in the group.

Step7.  Top three best wolv elected for which error comes out to be minimum

in preseh iteration gr;‘ se wolf's position are updated by cuckoo search
(I

optimization by ggia
i i o0oQRitaQ

gl\e in section 4.1. The step size is calculated as in equation 4.2.

d with the distance of corresponding

of Relative error is passed back te GWO

notations
Step8.

Steg&

results are evaluated on the basis of minimum localization error, number of

d positions for three best wolves are usezhlitulate the overall best
I present iteration and step5 is called again to calculate the relative error.

IS process continues till whole iterations for each nodes are not finished.

localized nodes and computation time.

Stepll. A comparison is done with the GWO results for all these thaesnpeters.



Thesis 6
GSA Optimized NN Controlled MPPT in
PV-Grid System

Double click on the block for NN Training, PSONN and GSANN training
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The findings in this work hi&t MMPT tracking to boost the power transmission from
i

PV array to grid in conj th an established neural network fraudtidetesystem.
The principles of neurdl ngtworking are motivated by the functions of the brain especially
pattern recognitio and Associative memory. The neural network recognizes similar patterns,

predicting futu es or events based upon the assecragwmory of the patterns it has

learned. ntages neural networks is that these models are able to learn from the past

and thw
a t ased on the current situatiom this thesis, Neural network is tuned with

gravitational search algorithm and compared with PSO tuned NN. The improvement in mean

square error is noticed in purposed optimisation. GSA is performing well because it's a global

e results as time passes. They can also extract rules and predict future

meta optimisation technique &@nPSO is local optimisation algorithm which converges
prematurely unlike GSA. Our system achieves less MSE than PSO tuned neural network and

highest maximum power is tracked from the PV array.



Proposed Work

The MPPT control in grid connected PV array l@wsays been a research area so that
maximum power can be transferred in distribution lines. With the evaluation of artificial
intelligence it is getting a new level. In this work we used neural network initially to track the
maximum power generated form R¥ray and then NN is updated with optimisation method
which is gravitational search algorithm (GSA). Previously particle swarm optimisation (PSO)
was used for this purpose. Optimisation process changes the input weights a lases values
of NN to achievemore less error. As discussed in previous chapter NN isgél n iterative
process which changes its input weights and biases to achieve the ymUm mean square
error (MSE). It is using feedback propagation loop which is using efiberg algorithm. This
algorithm iterates locally which means it doesn't guarantee the c. ergence of all minima
points. it may skip some combinations of input weights’% ses which may reduce the

MSE more. To avoid this issue we have adapt optimisation method named

Gravitational Search Algorithm (GSA) which is expl previous chapter. It is based on

the movement of celestial bodies and positi e agents are input weights and biases in

our case. The output N is calculated by fo

/

E60N oﬁx D 0 (6.1)
where Oware the input w are the biases. The number of input weights and
biases depends upon th of hidden layers. The GSA algorithm is supposed to tune
these values. For thls os first the Neural network is created in MATLAB. That network

will be used further fGr oNtaisation algorithm.
MPPT Datas ;‘ération for NN training

Datase Ns urpose is generated from our simulink model in ideal case. MPPT control is

d@nt upon the duty cycle fed into the boost converter. This duty cycle is controlled by
eur

n ewvork. For this purpose the solar irradiation and temperature are considered as input

to neural network and duty cyclettse output as shown in figurel6
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figure 61: NN input and output for grid connected PV array

We fix variable temperature and irfation and save the duty cycle generated Qy/in@gemental
conductance method. A total of 25000 samples are saved as the data. A alata

is shown in figure 2. (.
J

3D plot of training data for NN
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@62: Data set plot with variable temperature and irradiation as input t@ndnuty
cycle as output of NN

The NN training get better with more number of samples in the dataset. This can be done by
adding the output duty cycle of NN in this dataset and use the whole dataset again for

training.



Now further we divide our this chagtin two sections. First section will discuss and show
how NN code is generated for our purpose using MATLAB's neural network toolbox and

second section will explain how GSA optimises the NN's weights and biases.

6.1 MATALB Script generation of NN for PV grid Data

Neural network toolbox requires a training dataset for training purpose so that it can get
trained and learn the behaviour of data. We don't have separate dataset for testing and
training so we divided the present dataset randomly in 70/30tcatise 70% fog neywork

training and 30% for testing.

MATLAB provides a neural network toolbox which can be used @geral purposes and
network this trained can be deployed as standalone application o.r an generate a script for
further use of modificatizss. We used this facility to speed® @Work. A user interface of

NN toolbox can be opened by using commang i 0N\ 's command window.

7\

w Welcome to Neural Network Start

Learn how to solve problems with neural networks.
Getting Started Wizards | More Information

Each of these wizards helps you solve a different kind of problem. The last panel
of each wizard generates a MATLAB script for solving the same or similar
problems. Example datasets are provided if you do not have data of your own.

Input-output and curve fitting. & Fitting app | (nftool)

Pattern recognition and classification. & pattern Recognition app | (NPriool)

Clustering. & Clustering app | (nctool)

Dynamic Time series. @ Time Series app | (ntstool)

é’ Figure 63: MATLAB's NN toolbox interface

ng shows the interface opened from this comm&irte our work is recognising the
pattern of previous temperature and irradiance as input and duty cycle as output, so we will
use it in pattern recognition app which lands to a page to chose the input data and target data.

These datasets are picked fromrispace of MATLAB, so these must be there already.

After choosing the data division for training and testing of network, network is created which
further leads to a page where user can input the number of hidden neurons. We have set

hidden neurons at 26igure 64 shows that landed page.
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m Network Architecture

Set the number of neurons in the pattern recognition network’s hidden layer.

Hidden Layer Recommendation

Define a pattern recognition neural network.  (patternnet) Return to this panel and change the number of neurons if the network does

t perf Il after training.
Number of Hidden Neurons 2q T Rl ST

| |
Restore Defatilts
Neural Network
Hidden Layer Output Layer
Input Output
24 1
20 1

B) Change settings if desired, then click [Next] to continue.

& Neural Network Start 1 Welcome @ Back || ® Next @ cancel

v

Figure 64: NN toolbox Ul for entering fil neurons

Then this network is trained for loaded datase @tested with rest 30% of data. After
training mean square error is generated an |aXed on the user infEntac&ained and
tested NN by this toolbox can be converted,i™the form of MATLAB script wisickquire

in our work. Figure & shows the optio@\lN toolbox interface for it.

Save Results
Generate MATLAB scripts, save results and generate diagrams.
Generate Scripts
Recommended >> Use these scripts to reproduce results and solve similar problems.
Generate a script to train and test a neural network as you just did with this tool: @ Simple Script
Generate a script with additional options and example code: ) Advanced Script
Save Data to Workspace
@ Save network to MATLAB network object named: net
Save performance and data set information to MATLAB struct named info
L | Save outputs to MATLAB matrix named: output
& Save errors to MATLAB matrix named: error
B [save inputs to MATLAB matrix named: input1
@ [Jsave targets to MATLAB matrix named: target1
El [ save ALL selected values above to MATLAB struct named: results
Restore Defaults % Save Results
e Save results and click [Finish].
& Neural Network Start Hid welcome @ Back = Next @ Finish

Figure 65: NN toolbox interface to generate the require NN script



6.2 Neural Network optimisation by GSA

The proposed work is to tune NN to get the high accuracy and less mean square error to
generate the duty cycle such that maximum power can be transferred from PV array to grid.
To achieve this aim we use GSA optimisataomd tuned NN's weights and biases. in every
optimisation task, it is required that an objective function must be set which calculates the
target value like MSE in our case. This objective function will be called in each iteration and

for each agent in thateration. since the neural network is already created apeg)trained in

previous step so it is not required to create again every time when objectivg/t
as our objective function updates the pre trained NN's weights and @
numbers and calculate the MSE for those set of weights and bias@ d
function snippet is shown in tablez

eveloped objective

Table 62: Objective function snippet for GSA tu@ optimisation
function[performance,net]=0bjective_function(L,~ nap

% input- input data. &

/

% target target data. @
= input’; \\&

t = target’; o
&S’
t(t==2)=0;
net:se@,;/o set the input weights and biases of NN using values in 'L’

O/@Ke Network

y = net(x);
e = gsubtract(t,y);

performance = performét,t,y);



end

GSA is based on its agents’ movements and an agent's position is represented by the weights
and biases values. The number of @ainates of an agent's position is equal to total number
of input weights and biases. In our case this remmb 41. These weights and biases can be
fetched from generated neural network by using a MATLAB function 'getwb' and after
updating these are set back to NN by 'setwb’. The significance of GSA terminolodyiNvith

tuning is provided in table.8.

Table 63: Significance of GSA terminology in NN tunino

GSA terms In NN tuning significam@
&°
[ 4
Agents Position Input Weighti aNb ases
Dimension for optimisation/ number « T%@r of input weights and biases

variables to be tuned &
/
Update in the posin of agents @ Change the values of weights and biase:

move towards minimum MSE

A complete step by st ég&m is explained below.

Stepl. Load tfle egenerated input/output data of MPPT in numerical format and
divide t @ random 70/30 ratio for traagi and testing of neural network.

Step2 erate the NN script to create and train the network whose weights and
@ar to be optimised.

@. initialise the GSA parameters like number of iterations, number of agents,
initial GO and alpha. Pass the previously tedanetwork into GSA to get the
dimension of weights and biases.

Step4. randomly initialise the new input weights and biases to give an initial seed to
GSA optimisation. These must be within a boundary as given in next chapter.
Step5.  call the objective function to uptéathe neural network's weights and biases

and calculate the MSE for those values by using the testing dataset.



Step6. to update the random positions of agents, force and mass has to be calculated

by using the equations

06 =6)——& 0 & oh

the respective notations are given in previous chapter

Step7.  The new updated position is obtained from the formula
OO0 p=0 0+w 0 p
the velocity in thiscase is calculated by using acceleration iQ based on force
and mass calculated in previous step. &

Step8.  For this new updated position or values of @hfs and biases, objective
function is again called and MSE is saved. N

Step9. The weights and biases for which nym f MSE is obtained out of
previous two set of values, is further cqns; or updating.

Step10. This process continues till all i %are not completed.

Stepll. The final minimum MSE is Q&ed and weights ad biases set for them is

used as final NN weighnd biages which gives less MSE than conventional NN and
PSO tuned NN which was previously.



Thesis7
Maximiz ation of Profit in Multiple EV
Charging by Optimization
Abstract

Electric vehicles are increasing day by day and with tdesends, charging stations are also
increasing. Researchers are continuously working to minimize the cost of chaggin®so that EV
usage can be motivated more for the greener environment. For this purpgs arter charging
stations are required which can senthe status of vehicle and @Jle the power
distribution for minimal cost. We proposed ant lion optimisation @) algorithm for this
purpose which is a global optimization algorithm and c.icﬁam into local minima like
genetic algorithm which issed in previous work. The intelli

objective problem defied by constraints. Stochastic %m

schedule this problem. We converted this ] cé’p

optimizaton algorithm. Electric vehicle WK hed to charging point then the load

charging of EV is a multi
like ALO can perform better to

roblems into a single objective

demand on grid also increases if several;r tarts charging at once. This increase in load
demand at grid also increase the c f per unit in charging. So in our work we have
optimally distributed the load de over all vehicles so that it gets charged till it desired
SoC and also the load de oesn't exceed much. Then the scheduling is done in a way so
that per unit price is dix:i%ed optimally among all vehicles. Qupgsal shows the
improvement upto 51%\whereas genetic algorithm optimally tuned schedule showed it upto
12% only. ¢

S
Proposed WQ
7.1 Re@G D

Ele8icXehicle (EV) charging has been always a research interest with the advancement in
the electric vehid. The objective of intelligent EV charging is to charge the vehicle battery
to customer desired level which is 95% of battery at minimal cost and less time. The charging
time is also an issue since with the increase in charging time, cost of chargeag@scrAlso

the power of vehicle battery for different companies make vary which needs different
charging schedule for different vehicles. Along with these issues in intelligent electric
vehicle charging, the electricity supply rate from the distribugiod is also important factor

as during high demand peak times, the per unit price of electricity increases. To deal with



these kind of issues, intelligent charging of electric vehicle is required which can consider
these constraints. These all makes tiharging of EV, a multobjective optimization
problem which requires heuristic optimization algorithms. Previously this problem was dealt
with Genetic algorithm which is a local optimization algorithm. This method has the problem
of falling into local minma and not giving the accurate results because the stochastic
evolution is not done in this. Stochastic evolution parameter make the nature of optimization
global and jumps off when the optimization stuck into local minima. We proposed the ant
lion optimization (ALO) algorithm here which is a global optimization tgegni®ue and

converges accurately than GA. O
7.2 Problem Formulation ‘ : )
When an electric vehicle connected to the charger then cDar ess all information like initial

state of charge (SoC), desired(S plug in time, departure tiMgere. These all information are
passed to the controller which estimate the charging_{i nd adjust the cost of charging too
to put less burden on customer's pocket. Controller® gets the information from distribution
grid about the daily forecast and if it chang trofler updates its database. Once an electric
vehicle attached with the charger, controlle; Wmediately calculates the maximum charging
time for desired SoC. If the S@siredis ttained in that chargy time then vehicle will

not take part in the scheduling charges fully without pool till desired SoC for
customer's satisfaction. A W am for it is shown in figure 7.1 which depicts the flow.

\ Sched ~
uling | PHEV1

. Ch 1
Charging arget
Controller

Power Grid

Y ALY

PHEV Y Charger 2 (&» PHEV 2

N Forecasting f _
information

information

Figure 71: Proposed Pipe line of the electric vehicle charging

Our proposed work will revolve around the charging controllers by ALO optimization.

7.3 Objective function

This is a multiobjective problem and two objective functions are combined to convert the
multi-objective problem into a single objective. These dependent upon the cost of
charging and load variance at grid.



7.3.1 Objective function to minimize the charging cost

The charging cost of the vehicle varies with heavy load and less load. With the high demand
of electricity, the cost will be high andcé versa. But the intelligent charging system should
not let his affect the customer's pocket. An objective function in [1] is defined for this as:

i EO 1T EB B 06 &80 (7.1)
where¢  "QBMO & (200 & N & GO & Q ® DG Q
G QBMO ¢ EWoa Wi Q4 © Qn i O
6 "QBMYO Wi "GIEOQ4A '@ o &N ‘ )
- - B o
N QIMQ Q) "O0wH i "QNeEEQ W 3D Qa Q @
YoQBIG Q6 @ ¢ a i Z@
7.3.2 Minimizing the load variance
The load variance minimization is necesszy&cost minimization inserts the load peak in the
grid which reslis in power losses. So | variation is defined as:

i EO -B n B &@n B 1if (7.2)

n is the grid forecaste |§§d time stamp k

)
ois the time stam o

7.3.3 Multi-g 1@» ve function converted tosingle objective

We co@t Is mukbbjective problem into single objective as:

i&ub‘o T8t 1T T O (7.3)

This objective function is optimized with the help of ant lion optimization considering few

constraints.

7.3.40Optimization constraints for PHEV charging

The charging of electric vehicle abide by the real world constraints. Main constraint is the

maximum power allotted to each electric vehicle which should not be exceeded more than



the power allotted to chargeaJso the consumer must go satisfied with the desired SoC.
Charging efficiency must also be considered which is fixed in our case. Following are the

constraints of charging:
T Ny -8
YO g YO g YO O

T YO&Q p YO EQ YYO P

7.4 Ant Lion optimization of Objective function O
7.4.1 How ALO intelligently control the charging controller ‘ )
In the intelligent charging of electric vehicle the dependgnt ®is the power supplied to

vehicle for the charging at each time stamp. This m s optimally tuned by ALO
optimization considering the constraints of maximu pmum power, state of charge etc as

discussed ion section 7.3. At the charging stati y number of vehicles daarded
and scheduled power to every EV must be ;& for fast charging at lowest cost.

The ALO andPHEV chargingare two |zlé system but their depengeran be depicted
as in figure 2. These collectivem a feedback loop. The modul@ldd gets the
power for all EV at each ti r charginghe input and gives the updateljective

function as in equation 7 he”output which is feedback to ALO which changes the power
of charging to decreas*h objective function value.
o

o
6 | PHE/ charging
»| module
&& Power objective
Q for EV
ALO Module

Figure 72: Relation between PHEV charging and ALO optimization

A

The optimiation process is the iterative process and in each iteration théderésiposition
will be updated and sent tBHEV module in figure 2 which calculates thebjective

function.



The optimization algorithm is dependent upon the nature of problem and number of tuning
variables to be used to achieve the optimal solution. In our case we have considered 50
electric vehicles for a time stamp &4 hrs. We need to optimize the power transmitted to
these 50 electric vehicles for 24 hrs which make the number of tuning variables equal to
24X50=1200. The searching space dimension in ALO is the number of tuning variables. Each
set of tuning parametaepresents the ant lion's ( ) and ant's positiond( ) as
discussed in chapter 3. The optimization method works to converge at the minima point
which is achieved when ant lion consumes the ant and this is depicted in 0 HEV charging
application when the objective function in equation 7.3 reaches to its mig state. Every
new position should satisfy all constraints of section 7.3.4. For the)@m@at

of all ants and lion ants are initialized randomly within tineits of ma

ion the position

and minimum

power. A new matrix is saved for the objective value in gve r&tion for all ants and lion
ants. Minimum value index in the matrix is the best val r which is further updated by
ALO. After few iterations the saturatioralue of objecji ction is reached and no more

minimum value is obtained. This is the termjnag eria of ALO optimization algorithm
which indicates that a best power set of alﬁ IC vehicle in each time stamp is achieved.
[

Earlier is this conugence better is the o ation. A chart for complete optimization

process is shown in figure 7.3. @
%’@
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optimisation module



The equivalent terminology of ALO with the PHEV charging schedule application is shown
in table 7.1.

Table 71: Terminology for PHEV in ALO

ALO terminology Equivalent terminology in PHEV chargir
scheduling
Searching space of ants and ant lions Minimum ad maximum consgal o

charging power for each vehife

Dimension of searching space Number of tuning varia which is equal

oo tadD)
<:@’+ml-w..+%m
“,

Fitness value M function value

/

7.4.2. Steps for controlling of EV charg

Stepl. consider the input (&Atrjputes like maximum/ minimum power, maximum

/minimum SoC, nur‘rﬁa ectric vehicles etc.
Step2. initialise e\int nd ant lion's positions randomly which is the power applied
to each vehiclgr fqr the charging.

Step3.  this @ applied is sent to objective function module which considers the
electri M summer and winter sepalawith corresponding TOU price.

Step4 Qparking time of each EV is randomly decided betwegis.

S Based on the charging rate, charging of each EV during that parking time is

Iculated by the charging power received.

Step6. check the constraints of state ofache (SoC). If it violates the limit then
change the violated value with either minimum or maximum boundary which keeps
them at the boundary as penalty.

Step7. calculate the cost of charging for the given charging power based on per unit
price from the grid.

Step8.  calculate the load variation in due to the all EV charging



Step9. combine both values inegt 7 and step 8 using equatiol® And pass these
values to ALO module.

Stepl0. ALO update the previous charging power to minimize the objective function
value in step 9 using equat®from 3.2 to 3.8.

Stepll. The minimum values out of all iterations are considered as the best power set
supplied to the EV which occurs the minimum cost on customer with least load

variation in supply and with EV charged till desired SoC.



Thesis-8
Improved Recommendation Engine

- Confusion Matrix for @A 0

1 0 9.09% 36.36% - 36.36% - 18.18%
(1) (4) (4) (2)
2 0 0 0 0 0

| 830%  1451% | 30.53% | 30.32% ~ 16.34% O
(704) ~ (1230) | (2588) | (2570) ~ (1385) |®

o] 433%  967% . 24.95% | 36.14% | 24.90%
(499) (1113) ~ (2872) | (4161) | (2867)

5 0 0 0 0 0
Abstract /&
In the recent years, the Web has one a tremendous growth regarding both content
and users. This has lead to_ang ation overload problem in which people are finding it
increasingly difficult o%&e the right information at the right time.
Recommender syste ave’ been developed to address this problem, by guiding users

through the big ocean\ of information. Until now, recommender systems have been
extensively used@ e-commerce and commure8 where items like movies, music and

articles are mended. More recently, recommender systems have been deployed in
online @ rgecommending music that the users probably will like.

ThisytheSispresents the design and implementation of remendation system for movies.

our work is based on the fact that collaborative recommendation system is suitable for this
application as it considers user's behaviour as well as movie data. The attributes considered
for users are his age, demographic infation and gender whereas the movie data has its
rating by different users, its genre and time stamp information. The rating of movies is given
from 1-5 by the users, so we used multiclass Support vector machine (SVM) as machine
learning model. It is noted from previous works that it is not necessary that all attributes in
the data contributes towards accuracy. Optimal attributes must be selected, For example the



time stamp in our case don't carry any useful information so can be dropped. To choose more
optimal attributes we chose Gravitational Search Algorithm (GSA) as its a global
optimisation algorithm and converge early with maximum accuracy as in our case. It gives an
optimal features set out of 8 in total. We compared the results with PSO and Genetic
Algorithm to prove GSA selects the best set of attributes and all selected features are trained

and tested by SVM to give high rating recommendation of movies.

Proposed Work
8.1 Algorithm
Collaborative filtering (CF) for recommendation is widely usednfusic r endation,
movie recommendation, news recommendation etc. In this wo@e used it for movie
recommendation engine. It is purely based on movies rating heywer explicit or implicit by
the user. A set of user's behaviour data is collected anchacky arning model is trained

to learn user's behaviour. Using that trained model, m%&

our case Support Vector Machine (SVM) which ha

e recommended to any user. In
rdhge overall optimum and a
strong generalization abilitgver other MLaIg% The setback point here is the data
attributes to create a hurdle in ML modellin& ecommend effectively as not all attributes

contribute into recommendation everytj Some of them can reduce the accuracy too. So we

must choose the attributagich co the most and also reduction of dataset will train

the model faster. For this p & used optimisation to choose the optimum feature set of
is 1I3"done by using particle swarm optimisation (PSO) but this

optimisation method ?Es the” issue of premature convergence since it is a local search
h

input attributes. Previou
heuristic algorithm. @he\ optimum solution searched by it is not necessarily best due to
skipping of so i;ima/maxima points. So we replaced this optimisation with the
Gravitationa % ch Algorithm (GSA). GSA overcomes the drawback of PSO and based on
motion ot eMMal bodies called agents as discussed. Since recommendation engine's
aQ@&s lection and GSA, both are at different poles and no similarity or relaists e
betwgen them. out task is to bring them on a same pole and optimise the attributes selection
for better accuracy using GSA optimisation. The equilibrium condition between them can be

shownin figure 81.

The data used here is movie lens datasetlwhas a total of 8 attributes to be optimally
selected. Dataset description is detailed in next section of this chapter. Out of these
attributes, GSA will choose all those only which contributes more in the accuracy

improvement in recommendation. The nwenkof agents in GSA acts as the number of



options available for attributes selection at an iteration and their position is the column choice
in the data. The position of agents will be either 0 or 1. '1' stands for selection of that attribute
and '0' stansl for that attribute is not selected in that iteration. For an iteration,10 different set

of attributes choice is chosen which means 10 agents are used for GSA to optimise attributes
choice.

GSA agent's positions
attributes' choice

GSA algorithm Movie
recommendatio
n accuracy

A ,\(‘/
mass of agent = normalisQ
accuracy for each agent'

b4
Figure 81: Representation of equilibrium of& optimisation and Movie recommenmdati

engine' tﬂﬁute selection
The whole data is first divided into g and training datasets. 80% of data is used for
training and rest is used for ti or the first iteration, each position of agent is chosen
r

randomly which is for n n‘%{ athutes set for an iteration. The selected attributes for
them are used to trai&% ticlass SVM and tested for the query data. This accuracy is
r

noted down in a matgx ach GSA agent. Aaraple matrix is shown in tablel8

o
Table 81; %tes skection for 1st iteration along with corresponding accuracy

Age AK;& ib Attrib  Attrib  Attrib  Attrib  Attrib  Attrib  Accuracy
n e

w ute2 ute3 ute4d utes5 ute6 ute7 ute8
1 1 1 1 0 1 1 1 0.868990731

678713

2 1 0 1 1 1 1 0 1 0.883867770
312039

3 0 0 1 0 0 1 1 1 0.819391091

939580



4 1 1 0 0 0 0 0 1 0.877404322

372083

5 1 0 1 1 1 1 1 1 0.995419791
334546

6 0 0 1 1 1 1 1 1 0.975249713
143506

7 0 1 1 0 1 0 0 1 0.984408540

8 1 1 1 1 1 1 1 1

9 0 1 1 1 1 1 1 1 O 0.985513595

=

° 030705
[ 4

10 1 1 1 1 0 1-:1 0.807961686

6 464962
out of these accuracy values, the best one i ow the positions of agents are updated
or in other words the attributes selection is &r) d and again accuracy for the new selection
is calculaéd and saved for the best va ﬁhls process keeps going on atich@snional
matrix is formed out of which corre g row to highest accuracy is considered to be the

best selection for attributes jp fi



Age | Attrib  Attrib | Attrib | Attrib | Attrib | Attrib | Attrib | Attrib | Accuracy
nt utel ute2 ute3 uted utes utet ute7 ute8
1 1 0 1 1 1 1 1 1 0.951748555
205684
¢ | Age | Attrib  Attrib | Attrib | Attrib | Attrib | Attrib | Attrib | Attrib | Accuracy 28658
. nt utel ute2 ute3 uted utes uted ute7 ute8 9
794620
. 1 1 1 1 1 1 1 1 1 0.944118187 |5
¢ 518146 262075
. 2 0 1 1 1 1 1 1 1 0.967350876 |1
368483 1761673
Age | Attrib ~ Attrib | Attrib | Attrib | Attrib | Attrib | Attrib | Attrib | Accuracy | 0.912144408 55
574055 1718883
nt utel ute2 ute3 uted utes uteb ute?7 ute8 0.907713189 |37
1 0 1 1 1 0 1 1 1 0.868990731 |862967 1650395
678713 0.923469634 59
2 1 0 1 1 1 1 0 1 0.883867770 |604636 1410871
312039 0.975697389 |12
3 |0 0 1 0 0 1 1 1 0.819391091 |271635 999596
939530 0.823838724 |4
4 1 1 0 0 0 0 0 1 0.877404322 | 750159 024800
372083 0.956150564 |15 Iteration n
3 1 0 1 1 1 1 1 1 0.995419791 |548589
334546 0.849403181
6 |0 0 1 1 1 1 1 1 0.975249713 (197294
143506 0.966268019 )
7 |o 1 1 0 1 0 0 1 0984408540 |773163 _ Iteration n-1
860446 .
8 1 1 1 1 1 1 1 1 0.998033199 .
069239 .
9 |0 1 1 1 1 1 1 1 0.985513595 .
030705 .
10 |1 1 1 1 0 1 1 1 0.807961686 | *
464962 * lteration 1
Figure 82: Matrix created foaccurac attributes selection for each agent for n number

iterations

The significance of GSA e@gy with recommendatmgine is tabulated in table28

Table 8: Significance of GSA terminology in NN tuning
o
o
GSA terms a In Recommendation engis feature

& selectionsignificance
A@osition Selection of attributes' option

Dimension for optimisation/ number « Total number of attributes

variables to be tuned

Update in the position of agents Changeselection of attributes of the data

gethigher accuracy



A complete step by step algorithm is explained below.

Stepl. Load themovie lensdataset in numeric formmand divide that into random

80:20ratio for training and testing secommendation engine

Step2. initialise the GSA parameters like number it#rations, number of agents,

initial GO and alpha.

Step3. randomly initialise the agents new positions which must be either r 0 and

will choose the attributes out of 8 in total

Step4. call the objective function ttrain the model for selectqutes in tragnin
i

data and test the model for testing data to get the recommend@ation accuracy

[
[ 4
Step5.  to update the random positions of agents, N nd mass has to be calculated
by using the equations :

O 0 :G(t)ﬁ‘ »‘ @ o h
('x :@/7
the respective notati g@en in previous chapter

Y)&te position is obtained from the formula

new
. 1 " 1 ’ 1
E o0 WO O p=w O0+w 0 p

the v@ in this case is calculated by using Ere&on which is based on force
& s¥Calculated in previous step.

Step6. The

@/. For this new updated position or values of weights and biases, objective

function is again called aratcuracys saved.

Step8. The attributes’ positiongor which minimum of accuracyis obtained out of

previous two set of values, is further considered for tipgla

Step9.  This process continues till all iterations are not completed.



Step10. The finalmaximum accuracys obtained andttributes selected for them are

used as finaset of attributesvhich giveshigher accuracy.

A flow chart of work is shown in figure.8.

8.2 Dataset Description

We used movielens dataset for academic purpose. This dataset has 1 million sample points

and is distributed for open to use. Data is divided into four different files.

u.data -- The full u data set, 100000 ratings by 943 users or2 1ié#ns user has
rated at least 20 movies. Users and itemsharebered consecutively . The data is
randomly ordered. This is a tab separated list of user id | ite | rating | timestamp.
The time stamps are unix seconds sifit1/1970 UTC @

u.info  -- The number of users, items, and ratings in t ta set.

u.item -- Information about the items (mowy @s a tab sepatmtedf movie id |
movie title | release date | video release dg
Animation |Children's | Comedy | Crime}D

L | unknown| Action | Adventure |
cumentary | Drama | Fant&ggn{Noir |
Horror | Musical | Mystery | Romance %@l Thriller | War | Western | The last 19 fields are
the genres, a 1 indicates the mogéfhat gnre, a 0 indicates it is not; movies can be in
several genres at oncehe & jds are the ones used in the u.data datArsetxample

dataset is shown be|:)V\\
.-
X8
>



MovielLens dataset

iy

Preprocessing
separation of training
andtesting dataset

1L

Support Vector
Machine(SVM) training

SVM training Model

o GSA Algorithm

Accuracy of
predicted output

JIXY

If criteria of accuracy
met or maximum
iteration over

T

Testing Data Dataset testing using updated
reduced no. of feature

NO

<l il
Evaluate performance evaluation paramete

& and compare them with GA and PSO redud
& feature dataset performance

8.2.1 Dataset Linking

Figure 83: Flow chart of proposed method

The link between all these files in the dataset carbdst explained by the figure48 We
collected all these information to make a common file to be used in our experiment. In actual
our data combines the movie information and user's behaviour to work in collaborative

filtering category of recommendation engine. These all informatiakes a total of 8



attributes. The data has to be converted from qualitative to quantitative as no machine

learning model accepts qualitative data, so all genres, genders etc are encoded to their
corresponding numeric counterpart and used for experimenexXaople if user is a male

then it is replaced by 1 otherwise 2. The data is also filtered to remove the undefined values
to improve the accuracy and we don't use all 100K sample points of the data rather we took
30K of whole data, chosen randomly andididad that into a set of 20K for training and 10 K

for testing. All results in next chapter are based on this filtered dataset.

maovies.dat
: The information
! : of favorite |
e ™ 7 N 7 ™, : movies
> MovielD | | Title | | Genres T
AN AN RN S/
ratings.dat “User-Movie” correlation feature
information
e — 7 e
—'—| | MovielD | | UserlD | The information User’ s behavior ||
. A Ny A  of favorite movies || information |
' ™ ' =, by i <
[ Rating | | Timestamp | 4
= J \ J } | Movies' ratings information
S ——— — W A
users.dat
,,
- ~ = ~ User’ s
= UserlD || Gender | Age L .| behavior | |
PN AN AN information
Ve N ~ -~
/ . ' . .
| Occupation | | Zip-code |
\ RN /

Figure 8.4 Linking of all files in dataset
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Abstract %‘U

The recent advances i fo&gat n and communication technologies enable fast development
and practical applicai&s f wireless sensor networks (WSNs). The operation of the WSNs
including sensin fommunication tasks needs to be planned properly in order to achieve
the apfticatio cfric objectives. The WSNs consist of a number of sensor nodes equipped
with m'c% or, wireless transceiver, sensing components and energy source. These
sens &es operate as autonomous devices to perform different tasks includimg sensi
c%cation and data processing. As the members of a network, the sensor nodes are
required to cooperate with each other to perceive environmental parameters and transfer data.
Commonly, the sensor nodes are left unattended in the environmenteaitgdbployed with

limited resources such as computational ability, memory and energy. In order to serve for a
long lifespan, the resources, especially energy, need to be utilized appropriately. Efficient
energy usage is an essential requirement for eatitiidual node as well as for the overall

network A number of energy efficient protocols have been proposed in the literature. The



clusterbased protocol is one classification which has the advantage of scalability, efficient
communication and energy sags. This protocol organizes thetwork into clusters, each
cluster has one cluster head (CH) that gathers and aggregates data from all the cluster
members, and then send to a base station (BS). Hence, the amount of transferred data is
reduced that consegs the energyrhis is called LEACH protocol. it has its some set of rules

once a cluster head elected, can't be elected again until all nodes in that cluster gets a chance.

We made this protocol more efficient by using optimisation algorithehtmse t ster
head optimally amongst all nodes in the cluster. A hybrid optimisation§Pahticle Swarm
Optimisation (PSO) and Gravitational Search Algorithm (GSA) is usec@/hich advantages
of both individual algorithms are clubbed together to givetasa morg fagt converging and

accurate algorithm. We optimised the cluster head based on.eneggy and distance from other
neighbouring nodes by this PSOGSA algorithm and achie %h residual energy than PSO
optimised LEACH and conventional LEACH protodot t& network parameters.

Proposed Work @

In our work, we focused on energy consun&nimisation of sensor nodes in WSN. In
WSN, while transmitting the data, a s oﬁlode has to consume energy and same is the case
in reception of data. The prolteis nsor node is battery powered device and it has
limited power source. So itJ c@d to increase the life span of a sensor node, which is
possible by reduction of gn nsumptlon To reduce the energy consumption a hierarchy

ted sensor node transmits the data to sink node. This transmission is

is followed. ®nsor nodgs $elett a head with maximum energy residual in each round out of
nearby nodes. This sele

done in TDMA fagi nf This kind of process is followed in LEAQtbW-energy adaptive

clustering hi))/protocol. In it two tier topology is followed in which clusters of nodes

are for luster head in the first tier. These cluster heads are responsible to pass the
S infOrmation to the sink node. Clusters are formed on #ig dladistance amongst
nodg. Nodes with minimum distance are considered in a single cluster and these nodes are
farther from nodes in other cluster. In second tier communication cluster head communicates

with sink node, again in TDMA fashion. The arcbitege of WSN is shown in figure 4.1.
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Figure 91: Architecture

Every time in the cluster a cluster head in with maximum residual energy and
another cluster head is chosen for next rouw same criteria. Care has to be taken that no

node is repeated as cluster head till ﬁes are elected once. The energy residual of each
node is considered as the initial for that for the next round and after all round
completion, dead nodes, , residual energy is checked argtdnalye cluster
head selection in LEAC p |s done by using the formula:
Y& (9.1)

*Heami o
wheren i n node, p is the probabilitys the current round, G is the set of nodes that

were n&}l er’heads in the previous round, T(n) is the Threshold.

T&gy model followed by LEACH protocol is dependent upon two channel model: one
is free space @d) for the purpose of one hope aatther is for multinop path with multipath
fading (d). Thus the energy consumption fdsit packets over distancds calculated as:

o do ‘ B (9.2)

where- = free space energy loss



- = multipath fading loss

d = distance between source and destination node

‘Q = crossover distance =——

The energy spent in reception of this message is
O a o (9.3)
This transmission and reception of power is designed in physical and !\@ayer.

As is clear from equation.®, the energy consumption is dependQupon the square of
distance forthe single hop communication, so it's the ifi ter distance which is the
affecting variable. If this distance is minimised then &

%isation (PSO) to optileetly se

residual in each node can be

increased. Previously researcher used Particle sw

the cluster head based on minimum dist
LEACH protocol, but PSO is a local optimi

proved efficient than conventional
Igorithm and has premature convergence
tendency. So convergence point reach W PSO is not the absolute pointypxiatee the

PSO algorithm in our work. We mix_it another global optimisation algorithm which has
good convergence accuracy, G @onal Search Algorithm (GSA) is used along with PSO

in this work to optimally & luster head position to haae@mum residual energy.
9.1 Fitness Function Si

Every optimisati gf)rlthm needs an objective function which must satisfy and match all
constraints |rements of the network. In our case the energy is the dependent variable
WhICh ent updime node distance, so objective function must include the relation

se two variables. The fitness function used for our work is as:

v T v s w +_ B
0 wQwdaz | 2 Pl Z

(9.4)

here | andl are tradeoff factors ral decide the weightage of distance and energy

variable. In our work we chose both as 0.4.



9.2. PSOGSA optimisation of LEACH protocol

In our proposed scheme PSOGSA optimized technique is used which is hybrid of PSO
(Particle Swarm optimisation) and GSA (Gravitational Search Algorithm) optimisation
algorithm which requires an objective function to minimiZ&SA is a global search
optimizaion technique which has very less probability of premature termination and when it

is hybridized with PSO, convergence speed is also increased along with more intensive
search of global minima point. It performs well in case of multi objective funcigudtr
constraint function. GSA algorithm is based on the motion of celestial bodigs e universe
and PSO is based on behavior of swarms as discussed in previous ch . The counterpart of
agents and particles in GSA and PSO respectively in our wdHe isgffing variables. The
position of a single agent or single particle is defined by the numb. of tuning variables. Co
ordinates used to define the position in a searching spéce equal to the variables to be
tuned. For example in our case, we needutee the val opfrequency channels, so the
tuning variable will be frequency of each channal %ables number ik equal to

number of channels.

The hybrid GSA+PSO algorithms work in %anner that PSO becomes alive to update the
directionin the GSA algorithm. The u in position requires knowledge of step size and
direction and in GSA the direction@ovement of bacteria is random. Due to it, it takes time
to converge of to reach at imal solution. This random direction is kemtryg the PSO
algorithm in our work. TAi e the convergence faster with each minima point checked.
Initialization of directior\ is\random buater on once for every parti¢léitness function is
evaluated, the dir, ﬁoa Is controlled by PSO. Outpditoéss function becomes the local

best for the P % based on that local best position is calculated, which is updated by the
velocity upda uation in PSO. This velocity is added into the old position of particle which
was Io&est position obt&d from GSA, to get the new position. This new position is
upgtedas direction of bacteria. This way PSO tunes the direction of bacteria in gives them a

direction to look for the food.



PSOGSA agent's position:
Cluster head's positior

A 4

PSOGSA LEACH protocol
algorithm

best position okwarms = Objval foe eact

swarm's position as per equation 4. O

Figure 92: Representation of equilibrium of PSOGSA optlmlsatlong LEA@itogpol's
cluster head selection

Steps of proposed algorithms are described as: 6&

c. to model it. All these network

Stepl. Initialize all initial parametergor Ehe;l@l protocolike number ofnodes,

their position, channel bandwidth, fm
values are indiated in table 5.3. /

Step2.  Place the nodes ran " geographical region 6f1@D
Step3.  divide all no%g clusters. We take 5% of total nodes as clusters to be
formed. So for 30
PSOGSAInmaIlzat oft \
Step4. I| e the random positions of particles in PSO.

»

Consider the searching space dimension as number of available channels

5 clusters will be created usimgans algorithm.

Ste
6. Initialize the weighting parameters of PSO as 1.2 and 0.5.

Step7. Compare the fitness value of each particle withghevious best position of
bacteria. If fitness function value is less for this new position than previous position

then it will be assigned as new.

Step8.  The present bets position is termed as current position of particle for PSO and
output of fitness functiorsiJlocal for the PSO.



GSA Starts here:

Step9.  The current position selected in previous step is used to get the mass for each
agent as per GSA algorithm. The minimum value of fitness function is selected as
best and maximum as worst position and using the fosnpatass of each agent can
be calculated as:

N vENI DO

a T T
wQioo VeIl DO
o i .O
U O S <z -
B & o
Step10. Gravitational force is calculated as: ° @'
: >
® o

Lo,
OO0 00680 0O VS @%
The formula is descréd in section 3.1. &
Stepll. This new velocity is the @ﬁn of particle in PSO is updated as
£ Q0 QA ORI £ 7@')’)&)&)0(‘1 Qi @) 00D DO 1 1 MEI0Q0 Qé &

Here gbest is the glo al\ie oOsition oftigkes in PSO and acceleration is calculated in
GSAasw 0 O 0T
[

o
GSA ends here 6

Stegl& final position of agents which is achieved either by matching the

congdition of power reduction or by reaching the maximum iterations.

ypl& Final positions of agents thus settled are considered as thelfistdr head's

position in each cluster which has maximum RE amongst all.

Stepl4. these steps will keep on repeating for every round considering the RE energy

in previous round as the initial engrim current round.

Significance of PSGGSA algorithm inLEACH protocol



The main tals of our work isto allocate the cluster heads in each cluster which consumes
very less energy in data transmission and receplibis work is done by hybrid PSOGSA
algonthm which is a bio inspired algorithm and fired by the change in agents positions each
time. Every change in position of agents is the changeluster head's eordinatesto
achieve the minimunenergyloss component. Table®shows the significance bfo terms

in PSOGSA with our proposed technical terms. This table will correlate proposed

optimisation with channel allocation task.

Table 91: Related terms of PSOGS#gorithm with channel allocatiomas

Bio terms of PSOGSA algorithm Corresponding meamg in c@l allocatior

Position of agents/swarms Posltior@llfster heads

D

Number of dimension of searching space¢  Total ngtey of positions to be tuned for

&

Update in positions of patcicles/agents /K*':hange in theluster head'positions

<

The flow chart of ppposed work is @vn in figure®

cluster head
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Thesis 10
Cascaded Encrypion algorithm in WSN
for data Dissemination
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Abstract
The popularity of Wireless Sen

due to the vast potential of
world. Since sensor v%s

hostile environmentsy sd replacing them becomes a difficult task. Thus, improving the energy

works (WSN) has increased rapidly and tremendously
sor networks to connect the physical world with the virtual

ly on battery power and node energy snoenpéaced in

of these network@ rfetwork lifetime becomes important.

Propose

In ourg ave emphasized over the encryption of data in netwoikgcobhe

ey t for the NW has been created using MATLAB tool. We have applied here two
| e we | encryption algorithms at the sender

algorithm stand still to protect the data and after that RSA encrypdicnytion algorithm is
used. A block diagram of the wle process is shown in figure.10the ciphered message by
RSA is in the form of sequence if digits which are converted into hash values by MD5

algorithm to provide second level security.
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Figure 10\L: rop’osed Block Diagram for the encryption process
The proposed workeis divided into two modules. In the first part encryption of data is

discussed and s part is about network coding.

Module 1 @[IOI’I of Data

d above RSA and MD5 algorithms are the backbone of security in our work and
M%s decryption 1is not possible so the key
receiver end RSA deciphered message is again MD5 decryptéedk whether hash code
generated by deciphered message i s same as t
both hash codes are matched then we believe that no interruption with message is one and it
travelled through transmission channel safé@pth encryption algorithms are described

below.

RSA algorithm



The RSA cryptosystem is a pubkey cryptosystem that offers both encryption and digital
signatures (authentication). The RSA algorithm works as follows: take two large primes, p
and g, and copute their product n = pqg; n is called the modulus. Choose a number, e, less
than n and relatively prime to (1), which means e and-@Q(a¢1) have no common
factors except 1. Find another number d such that (Bdis divisible by (pl)(a+1). The

values e and d are called the public and private exponents, respectively. The public key is the

pair (n, e); the private key is (n, d). The factors p and g may be destroyed or kept with the

private key.
It is currently difficult to obtain the private keyfibm the public key (n, e ever if one
could factor n into p and g, then one could obtain the private key us the security of the

RSA system is based on the assumption that factoring is difficylt

Here is how the RSA system can be used for gticry an Ignatures.
Encryption
Suppose Alice wants to send a messag Bob. Alice creates the ciphertext ¢ by

exponentiating: ¢ = Amod n, where e and} Bob's public key. She sends ¢ to Bob. To
decrypt, Bob also exponentiates: m“:v@n;the relationship between e and d ensures that
Bob correctly recovers m. Since o k

Digital Signature &‘

Suppose Alice wants \‘s nd a message m to Bob in such a way that Bob is assured the
o
theg

entiating: s £ mod n, where d and n are Alice's private key. She sends

nows d, only Bob can decrypt this message.

message is both as not been tampered with, and from Alice. Alice creates a digital

signature s by,
m and s t o verify the signature, Bob exponentiates and checks that the meissage m

recoverdg yn =%9mod n, where e and n are Alice's public key.

T&:ryption and authentication take place without any sharing of private keys: each
person uses only another's public key or their own private key. Anyone can send an encrypted
message roverify a signed message, but only someone in possession of the correct private

key can decrypt or sign a message.
RSA Algorithm

The RSA algorithm involves three steps: key generation, encryption and decryption.



Key generation

RSA involves gublic keyand aprivate key.The public key can be known by everyone and
is used for encrypting messages. Messages encrypted with the public key can only be
decrypted in a reasonable amount of time using the private key. The keys for the RSA

algorithm are generatete following way:

1 Choose two distinct prime numbepsandg. For security purposes, the integers

p andqshould be chosen at random, and should be of similaery me
integers can be efficiently found using a primarily test.
T Computen = pq O
- nis used as the modulus for both the public and private@s. Its length, usually
expressed in bits, is the key length. @ o
9 Compume 3 @E@ET a7 (1n- (pstq where G4 is Eul e
1 Choose an integersuch that 1 &< (inf and a Y) € 1; i.e.,ea n dn) &rd

coprime.eis released as the public key e ing a short bitength and small
Hamming weight results in more ef&crypubmost commonly £+ 1 =

65,537. However, much smaller val)e ¢6uch as 3) havbeen shown to be less

secure in some settings.

1 Determinedasdl €1 ( mo ; U€.,dis the multiplicative inverse @& (modulo
G ).
1 This is more cl t as: solvedagivendtel 1 (mihod (i (

1 This is often co p ted using the extended Euclidean algorithm. Usingséwslo
code in d\/lcdular integerssection, inputs andn correspond te@and ),
respec

17 d i% s the private key exponent.

Tw&keyconsists of the modulusand the public (or encryption) exponeat
Thepyvate keyconsists of the modulusand the private (or decryption) exponéntvhich
must be kept secrdt, q, a mdmusi élso be kept secret because they can be used to

calculated.
Encryption

Alice transmits her public kefn, e)to Bob and keeps the private key secret. Bob then wishes

to send messadd to Alice. He first turnsM into an integem, such thad Om< n by using



an agreedipon reversible protocol known as a padding scheme. He thenutasnihe

ciphertextc corresponding to
W 4 G¢£®

This can be done quickly using the method of exponentiation by squaring. Bob then
transmitsc to Alice. Note that at least nine valuesrofwill yield a ciphertextc equal tom,

but this is very ulikely to occur in practice.
Decryption
Alice can recovem from c by using her private key exponahtia comp&'r)o
a wae@ n
[ 4
Givenm, she can recover the original messigey reversing N;dding scheme.
MDS5 Algorithm @

The major part of MD5 algorithm desWe has been picked form the source

http://www.ietf.org/rfc/rfc1321.txt. MD5 algorit onsists of 5 steps:

Step 1. Appending Padding Bits. @ginal messagpadded” (extended) so that its
length (in bits) is congruent tg 4 dulo 512. The padding rules are:

¢ Then zero or mo

1 The original mesgsage ways padded with one bit "1" first.
X bits "0" are padded to bring the length of the message up % 64 bit

fewer tha@uﬁiple of 512.

Step 2. Aﬁ g Length. 64 bits are appended to the end of the padded message to indicate

the len he original message in bytes. The rules of appending length are:

ﬁe length of the original message in bytes is cdeddo its binary format of 64 bits.
If overflow happens, only the lowrder 64 bits are used.

1 Break the 64bit length into 2 words (32 bits each).
1 The loworder word is appended first and followed by the fogter word.

Step 3. Initializing MD Buffer. ND5 algorithm requires a 128t buffer with a specific initial

value. The rules of initializing buffer are:


http://www.ietf.org/rfc/rfc1321.txt

T The buffer is divided into 4 words (32 bits each), named as A, B, C, and D.
1 Word A is initialized to: 0x67452301.

1 Word B is initialized toOXEFCDABS89.

1 Word C is initialized to: 0X98BADCFE.

1 Word D is initialized to: 0x10325476.

Step 4. Processing Message in Bit2Blocks. This is the main step of MDY/5 @gorithm,
which loops through the padded and appended message in blocks of@b DeaakbhF

input block, 4 rounds of operations are performed with 16 operatio h round.

Step 5. Output. The contents in buffer words A, B, C, D.are®med in sequence with low
order byte first.

Network Coding @ E

As discussed in previous chapter netwooklin %e the throughput by XORing the data

into a single message and thus reducing &/aiting time in case of multicasting network.
This network coding is implemente(@our work and comparison is done in terms of
throughput, time consumed and@

considered. The posmons

me. For this a network of 10 nodes has been
ve been kept fixed as network coding work only in case
where a common rout multlple sources to destination can exist. So a fixed network
for simulation is be&r S Iu on to avoid this. These nodes are distributed in a geographical
area of 100 squa jer and have fixed range of transmission. At the very first node of their
common rout Rlng of messages take place. XORing is the only way by which two
mesages ake part in this process and lose their identity to new one, can be reverted

back t |dent|ty just by XORing the XORed output with one of them. Example 4.1

woves my point.

Example 101 consider two binary inputs [1 1 1 0] and [0 1 O 1]. These are XORed as shown

in table below. XORing comes with the formula as

& 06 0B



Where A & B are inputs and Y is the output. Here tHi¢éetm is the result of ORing the input

A and complement oftber input and vice versa for the second term. Consider for the first

single bit of both inputs, the output will be
W p MM P
A B Y

1 0 1

1 1 0 O
1 0 1 ‘:)

0 1 0 @0

When the output Y is again XORed with any of the i @en other input will beutpat.
@ is XORed with A as shown in table.

Here in this example to get back the input me%
Y A & XORed

The above troves our point as the XORed output is same as input B.

Beca &: this unique property XORing is used for encoding purpose as the destination
no receive their message by XORing the other on with XORed message. The message
length tranmitted from all sources must be same and same length of message will be
transmitted after operation. This reduces the message packets load carried over bandwidth,
thus increase the throughput of the network. For a moment if length of message at two
sourcess 4 bits then after XORing too both message will be transmitted maintaining the size

of packet as four bits. Considering this the network operation with coding can be described

as.



Consider the instandé& = (V,E),S,R} Let In(v) and Out¢) denote the et of incoming and
outgoing edges for vertex For simplicity,we assume binary communication, that is, we can
send only bitghrough the unit capacity edges of the network. Similar analysistiyomsyh

in the case of larger finite alphabet$ie networkoperates as follows:

(1) A source S of rate ¥ SproducesB packets (messages), each containmg S

information bits. It also select®ut(S)| functions{"Q},
Qg °9¢
which map thenfs S information bits inton coded bits to béransmitted @its outgoing
edges.
L)

o
(2) Similarly, each vertex ¥ V selectgOut(v)| functions %@yr each of its outgoing

edges. Each functidiv i has as its inputgn(v)| pa lengtim, and as its output

“
% X0

The functionsQ and™Q are chosen uniforrrw at randommong all possible such mappings.

one packet of length

For example, if we werto restrict the r@;rk nodes operation to linear processiag F2,

each function'Q would be defi a randombelected binary matrix of dimension
[In(V)[n x n. {

(3) The network ig C c\ed: at timleof the clock, for 1" k * B, the sourc&maps one of
its B inforpation®packets denoted Iny to |Out(S)| packets, and sends these packets
throu tgoing edges. After tirBethe source stops transmission.
Wit receives al|In(v)| incoming packets that depend owoly packetmk It then (by
% means of functionSQcomputes and send®ut(v)| packets through its outgoing

formation packetk 1 "k * B, each other (non source) vertex V waits

edges, also depending only on packét

(5) For each information packenk 1 ~ k ~ B, each receiveRj gets|In(Rj)| packets,
which it uses to decode the source packktbased on its knowledge of the network
topology and all the mapping functions that the source and the intermediate nodes

employ.



(6) The receivers decode aB source packets during at moBt+ |V | time sbts.
Consequently, the received information rate is
1 "8—| O ’ O —|
€0 W3

10.1 The Main Network Coding Theorem

We now consider a multicast scenario over a netv@rk (V,E) whereh unit rate sources

S1,...,Shlocated on the same network ndsiésource) simultaneously transmit inf

N receiversR1,...,RN We assume thdb is anacyclic directedgraph with uAig capacity
edges, and that the value of the raut between the sourcede and each e revers is
h. For the moment, we also assur@o delay meaning that during eéch Jime slot all nodes

simultaneouslyeceive all their inputs and send their outputs. 0

[ 4
What we mean by unit capacity edgesThe unit cap% geassumption models a
c

transmissin scenario in which time is slotted, ad

(with no errors) transmit througbach edge a@ om some finite field &f sizeq.

Accordingly, each unit rate sourc®i emits# i » h, which is an element dhe same

h timeslot we can reliably

field Fg. In practice, this model correspond(to the scenanchioh every edge can reliably
carry one bit and each source prod per timeunit. Using an alphabet of size, say,
= 2m, simplymeans that we se nformation from gbarces in packets of bits, with
m time-units being defin negimeslot. Them bits aretreated as one symbol ofland
processed using oper :il&s ar by the network nodes. We refer to such transmission

mechanisms agansmission schemes ove. When we say that a scheme existsver a
o

large enough fini@ld @A we effectively mean that there exi$tsa large enough packet

lengthA

1®dment of the Theorem

We spéite the main theorem in network coding as follows:

fiConsider a directed acyclic gragh= (V,E) with unit capacity edgedy unit rate sources
located on the same vertex of traph andN receivers. Assume that the value of the cun
to eachreceiver ish. Then there exists a multicast transmission scharee alarge enough

finite field Fg, in which intermediate network nodes lineadpmbine their incoming



information symbols overd; that deliverghe information from the sources simultaneously

to each receiver atrate equal td. i

From the minacut max-flow theoremwhich is stated in appendixve know that there exist
exactlyh edgedisjoint paths between the sources and each ofeteivers. Thus, if any of
the receivers, saWj, is using the networky itself, the information from thk sources an

be routed tdR]j through a set ofi edge disjoint paths. When multiple receivers usig the

network simultaneously, their sets of paths may oveillap. conventional wisdo that
the receivers will then have share the network resources, (eshare the ov g edge
capacityor share the access to the edge in time), which leads to re d'However,

Theoremtells us that, if we allow intermediateetwork nodes to not only forward but also
combine their incomingnformation flows,then each of the regeivgrs will be getting the
information at the same rate as if it had sole access to n S.

The theorem additionally claims that it is sufficient mednatdes to perform linear

operations, namely, additions and nplitationsQv iite field I§. We will refer to such
transmission schemeslinear network codin % theorem establishes the existence of
linear network codes over some large e}ough finite fiedd To reducecomputational
complexity, the fiedl Fq should be chos@ smallpssible.

@,
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10.2Flow Chart
o
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Thesis-11
Packet sniffing using Machine learning

+~ Confusion Matrix for NB classification «©

CenfusiomMatrix for RUSBoost classification
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Abstract E

SVM, Naive Bayes and RUSBoost classifyj

traffic from log filespRyeessing is

The objective of this work is to assess the ut%@supervised leaatyngthms KNN,

applied to the network traffic data to exp?s affic flows. It is possible to detect SSH
traffic such as local tunnelling, remot@elling, SE6PTP, Shell and X11 and distinguish
from regular traffic types such a@ls, FTP, HTTP, TELNET, Lime (P2P) with high

accuracy In past port no. i type of traffic but in present scemagohine learning
techniquesappliedto s
NIMS and MAWI dat‘?ls

over 95% and err,

t%{ca ow propéies, allowing accurate classifiton We used

for analysigVe findKNN and SVM classifierfias an accuracy of

8 than 0.02% for SSH data classification. We have implemented our
methodology lous combinatis of traffic data types and find SVM has overall better
performar& rest three classifier which are KNN, Naive Bayes, RUSBoost. Total of 22
statisti w parameters are used to identify the data types in NIMS dataset. We built
tr%models usig four classifiers and for testing first we used NIMS dataset and
secondly, we used MAWI dataset without exact labels and predicting true labels for MAWI

datasets. Our predicted labels for MAWI dataset accurately matches the type of data viz SSH
and NOT $H data type.

Proposed Work
This work proposessupervised machine learning algorithm for improved classification of

known and unknown network traffic flows. In this work we have taken two datasets NIMS



and MAWI datasets which are used for machine learmilggrithm and for testing the
machine learning model using both datasets using four main classifiers whiKiNaarest
Neighbour (KNN) Classifier, Support Vector Machine (SVM) classifier, Naive Bayes
classifier and RUSBoost classifier. The training modatle by using NIMS datasets is used

to identify unknown labels of MAWI dataset such that it performs cross dataset testing and

labelling for unknown network traffic flows.

Overall work can be divided into following steps for bettederstanding.

We have divided our work in eight sub cases which are

1. Extracting database from web links and make dataset usable f@r leprning algorithm.

2. Analysing dataset, its features and labels. P

3. Divide NIMS datasets in different combination Which.&%rprobable to exist in
network traffic flows.

4. Dividing data into testing and training ran@ly with ratio 80:20for each

combination. w
e

5. Create training model using four classifi

6. Test the testing data using trainin del created by all four classifiers
7. Ted the MAWI dataset for un bels using trained model.

8

. Comparison of output t@ rom real labels and discussion.

11.1 Dataset Preparati

Y\A
Network Informillicﬂw. anagement and security Group (NIMS) datasets and
MAWI (Measurement and Analyss the WIDE Internet) dataset amownloaded from

A\ 4

following

&W NIMS(http://www.cs.dal.ca/~riyad/DataSets/NIMS/NIMS.arffxip

QFor MAWI (http://www.cs.dal.ca/~riyad/DataSets/MAWI/MAWI.2ip

NIMS and MAWI datasets have very large dimension (NRKIS851x23), (MAWI-
500000x23), which means it has 22 features and last coloumn is labed. fEteges are
listed in table 111 below


http://www.cs.dal.ca/~riyad/DataSets/NIMS/NIMS.arff.zip
http://www.cs.dal.ca/~riyad/DataSets/MAWI/MAWI.zip

Table 111 Network traffic flow features

S.No.| Feature

S.No.| Feature Name S.No.| Feature Name| S.No.| Feature Name

Name
1 Min_fpktl 7 Max_bpktl 13 Min_biat 19 Total_fpackets
2 Mean_fpktl |8 Std_bpkil 14 Mean_ biat 20 Total_fvolume
3 Max_fpktl 9 Min_fiat 15 Max__ biat 21 __bpackets
4 | std_fpkt 10 |Mean_fiat |16 |Std_biat L Total_bvolume]
5 Min_bpktl 11 Max__ fiat 17 Dur@
V. 4

6 Mean_bpktl | 12 Std_ fiat 0

Fpktl-forward packet length

5J6toprotocol

Bpktl-backward packet length

volume

I,

Fiat-forward interarrival time

AN

Biat-backward |nte+rarr|val time

Total fpa@al Forward packets

P

e Total forward packet volume

Total _bpacketd otal backwardpackets

Total_bvolume Totalbackward packet

put classes in MAWI dataset are given in the form of two classes which are SSH and
NOTSSH. In NIMS datatset output classes are given théudetails which are shown in
table below.

S.No.

Table 112 NIMS dataset output classes

Main Class

Types of traffic flows




















































































































































































